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Abstract

Data build the foundation for many modern technologies like artificial
intelligence. Data are of increasing relevance for companies. Nowadays,
however, the management of data is no longer only
an intraorganizational phenomenon. To get access to more data,
companies are increasingly willing to share their own data with other
organizations. Furthermore, decentralized technologies like blockchain
are supposed to have potentials for the management, storage, or sharing
of data. This study aims to investigate three current trends of
decentralization within data management: Interorganizational data
governance, data ecosystems, and blockchain-based data management.
We provide an initial overview of these developments and present
avenues for future research.

1. INTRODUCTION
A lot of different sources increasingly generate data. According to

a report published by the World Economic Forum in 2019, it is estimated
that 200 exabytes of data will be produced every day in 2025
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(Desjardins, 2019). One major reason for this boost in data generation
speed in recent years is the emergence of smart devices and connected
networks, resulting in a rising spread of the IoT (Khan et al., 2016; Silva
et al.,, 2019, p. 14; Silva et al., 2018). For companies, data can have
significant advantages when analyzed, leading to the metaphor of data
being the new oil (Hartmann et al., 2016, p. 1382; Wiener et al., 2020).

In the last decade, technologies to analyze data, like artificial
intelligence (AI) and big data analytics, experienced exponential growth
(Glunther et al., 2017, p.191; Wiener et al., 2020, p.66). Some
researchers believe that big data “offer unprecedented opportunities”
(Wiener et al., 2020, p. 66) for companies and that it is “one of the most
significant technology disruptions for businesses since the meteoric rise
of the Internet and the digital economy” (Chen et al.,, 2017, p. 19).
By supporting, for example, the optimization of supply chain
management or setting optimal prices for products and services, big data
furthermore is believed to help achieve more efficient and effective
operations (Chen et al., 2012; Davenport et al., 2012; McAfee &
Brynjolfsson, 2012).

The increasing relevance of data for companies has also led to more
trends that exhibit decentralization characteristics. To benefit from
multiple sources of data, and to enable the exchange of data between
several companies, organizations are increasingly willing to soften
organizational boundaries. This makes it necessary to govern data not
only within one company but across different organizations, leading to
developments such as interorganizational data governance (Jagals &
Karger, 2021) and data ecosystems. Furthermore, the blockchain
technology is increasingly investigated in relation to data, for example,
for the management of Al data (Karger et al., 2021) or for enhancing
inter-organizational data governance (Jagals et al.,, 2021). We aim to
shed light on these recent data management developments characterized
by decentralization. Hereby, we aim to provide interested researchers
and practitioners with an overview of these new trends and outline
avenues for future research. Hence, we address the following research
question:

RQ: What are relevant and recent decentralized developments in
data management?

In total, this study deals with three decentralized developments of
data. First, the potential of blockchain for data management will be
investigated. Furthermore, data ecosystems will be presented as a recent
manifestation of interorganizational networks and ecosystems. Finally,
we introduce interorganizational data governance.

2. FOUNDATIONS — DATA IN COMPANIES

Companies have already tried to use and analyze the available data for
along time to gain benefits, insights, and competitive advantages.
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In the beginning, data were first utilized for automated data processing
for specialized operations in companies. Thus, data were seen from
a functional viewpoint, with data management as a subset of data
administration on certain database systems (Aiken et al.,, 2013).
The second business data management phase can be dated to the late
1980s and 1990s. In these years, integrated information systems were
introduced. Furthermore, data was progressively exchanged across
end-to-end processes rather than being confined to discrete company
activities (Grover & Teng, 1991). In the 2010s, internal and external data
were increasingly used for digital business models or data-driven
services (Buhl et al., 2013; Lycett, 2013; Wixom & Ross, 2017). Due to
the increasing relevance of data, technological and organizational skills
for handling and wusing the data became increasingly relevant.
For organizations, it is not only important to be able to gather and store
increasing volumes of diverse data. Also, the ability to utilize modern
and advanced analytics technologies is nowadays crucial for companies
(Abbasi et al., 2016; Miiller et al., 2016).

3. BLOCKCHAIN FOR DATA MANAGEMENT

To the best of our knowledge, no common definition for the term
“blockchain” exists because blockchain is nowadays a complex technology
with many different facets and manifestations. In this article, we follow
the definition proposed by Treiblmaier (2018) and define blockchain as
“[...] a digital, decentralized and distributed ledger in which transactions
are logged and added in chronological order to create permanent and
tamper-proof records” (p.547). This definition already contains
the essential criteria and characteristics from which the blockchain
obtains its uniqueness. First, a blockchain network is decentralized and
distributed. No central authority or instance is required to maintain or
run the Dblockchain network (Nakamoto, 2008; Raval, 2016).
Furthermore, the blockchain’s blocks are cryptographically linked to each
other with hash functions. When data in one of the blocks are changed,
this is immediately recognized when these blocks are distributed within
the network. This fact leads to resistance to data modification
(Narayanan et al., 2016). A blockchain’s basic units are transactions
stored together in one block. These transactions can be linked to
payment processes or simply contain information (Treiblmaier, 2018,
p. 546). According to Iansiti and Lakhani (2017, p. 125):

o Distributed database: The whole database and its complete history
are available for each blockchain party. No single party controls the data
and information, and all parties can verify the transactions without
using an intermediary.

o Peer-to-peer transmission: The network peers can communicate
without a central node. This includes the storing and forwarding of
information to all other peers.
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o Transparency with pseudonymity: Transactions and their
associated values are visible to everyone within a blockchain network.
The single nodes on a blockchain have an alphanumeric address as
a clear identifier, and transactions occur between these blockchain
addresses.

o Irreversibility of records: Once a transaction is part of
the blockchain, it cannot be altered or changed, because a transaction is
linked to each transaction carried out beforehand. Various approaches
and algorithms ensure transactions’ permanence and correct order.

o Computational logic: The blockchain’s computational logic makes
it possible to program on the blockchain. Users can set up algorithms and
rules that automatically trigger transactions between nodes.

There are different ideas and proposals on how blockchain might be
used in data and data governance. For example, blockchain might serve
as a foundation for interorganizational data governance (Jagals et al.,
2021). Apart from data governance, blockchain is also discussed for
the management or storage of Al data (Karger et al., 2021). The potential
advantages and benefits of using blockchain for AI data management are
long. One problem is that data can be easily hacked or tampered with
when stored centralized (Salah et al., 2019). As it allows for distributed
storage, the decentralized blockchain might be an advantage against this
threat (Karger et al., 2021). Furthermore, by using smart contracts that
enable an access control that allows making the data accessible to
authorized users only, blockchain can help to ensure the data owner’s
privacy (Johnson et al.,, 2019; Karger et al., 2021; Passerat-Palmbach
et al., 2019).
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