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Abstract

This paper investigates the relationship between cybersecurity
policy and the environmental, social, and governance (ESG) pillar
scores in banks, considering the geographical area (European and
non-European), the size (total assets), and the profitability (pre-tax
return on assets) from 2017 to 2022 by incorporating and building
on previous studies. The results show that the data are both
significant and non-significant in terms of using a one-way ANOVA
approach. Specifically, a significant relationship was found between
cyber policy and the governance (GOV) and social (SOC) component
indicators, except for major banks. The cyber policy may be
responsible for an increase in the environmental (ENV) pillar scores
in the European subsample.
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1. INTRODUCTION

Banks have to utilize their tremendous profitability
resources to support the structural modernization
of their services industry through new, revolutionary
innovation efforts to support their country’s growth
(Ooi et al.,, 2023; Madanchian, 2024). Due to new
regulatory difficulties and increasing risks in areas
such as artificial intelligence (Jin et al., 2023), cyber
risks (Omarini, 2023), and ESG (Shackelford, 2023),
these challenges highlight the difficult balancing act
between innovative and legacy banking models. As
aresult, banks will be more susceptible to
cyberattacks, and security lapses will increase their
endogenous fragility (Porcellacchia & Sheedy, 2023).
According to Smaili et al. (2023) and the Securities
and Exchange Commission (SEC, 2023), improving
the disclosure of cybersecurity risks is one approach
to ethical decision-making. Thus, the research
question can be formulated as follows:

RQ: Can the environmental, social, and
governance (ESG) vpillar scores be affected by
cybersecurity policy?

This study examines the relationship between
cybersecurity policy (for countries with a cyber
policy) and the ESG pillars score in the Group of Ten
(G10) and EU banks.
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The study examines a sample of banks
(commercial banks, investment banks, and financial
services) operating in G10 countries (initially in
Basel) and the European Union (EU).

To the best of our knowledge, this is the first
study to investigate the possible impact of
a cybersecurity policy on the ESG pillars score.

Therefore, we created the subgroup total assets
and pre-tax return on assets (ROA) ratio, in
a one-way analysis-of-variance (ANOVA) of the ESG
pillars score.

The remainder of the paper is structured as
follows. Section 2 comprises a literature review.
Section 3 describes our methodology (an empirical
model, variable definitions, the sample, and
the data). Section 4 provides the empirical results
and discussion. Section 5 concludes the study.

2.LITERATURE REVIEW

Several studies urge banks and, more broadly,
financial institutions in the EU and G10 countries to
take action to improve their awareness, strategies,
organisational, and operational defence to control
and manage current and prospective risks related to
the ESG and technology scores as well as the value
chain complexity (Barrett, 2018; National Institute of
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Standards and Technology [NIST], 2022;
International Organization for Standardization [ISO],
2022; Center for Internet Security [CIS], n.d.; Cloud
Security Alliance [CSA], n.d.).

Cyber risk is a dynamic risk category that has
evolved substantially, although its protective
processes and systems are still fundamentally
evolving. In addition, data breaches can lead to
financial losses, as well as harm to a company’s
physical assets and a company’s reputation (Baror &
Venter, 2019; Roskot et al, 2020). Owing to
the banking industry’s significant exposure to
information technology (IT) and its function as
a credit intermediary, hackers regularly target it
(Kopp et al., 2017).

According to Yusif and Hafeez-Baig (2021),
managerial culture and technical factors, which
serve as the first lines of defence drive cyberattacks
on the financial industry and can lead to cascading
failures that business models do not fully
comprehend or cannot quantify.

This study examines the importance of cyber
risk management’s integrated approaches to ESG
principles and argues that the adoption of cyber
policies by banks can help them achieve their ESG
objectives. The European, international, and national
Supervisory Authorities require banks to adopt
a cyber policy (EBA, 2017, 2019; Organization for
Economic Co-operation and Development [OECD],
2020, 2022; Banca d’Italia, 2013). Beginning in 2024
and 2025, all banks in the EU will be required to
adopt a cyber policy (Directive (EU) 2022/2555,
Regulation (EU) 2022/2554).

A large body of literature explores
technological factors’ influence on ESG performance
(Batae et al., 2020; Birindelli & Intonti, 2021;
Chiaramonte et al.,, 2022), while very few studies
have focused on the relationship between cyber risk
and the ESG pillars (Karagozoglu, 2021; Kluza &
Kluza, 2022; Ziolo et al., 2023). Huang et al. (2023),
in turn, analysed the impact of digital
transformation on ESG pillars to improve the
transparency of soft information, limit management

myopia, and improve the ability of internal
processes by enhancing their technological
innovation. Qian et al. (2023) found that
technological innovation also improves

the supervision mechanism.

Fiordelisi et al. (2013) analysed how cyber risk
can affect a bank’s reputation and might even
compromise the strategic processes, thereby
impacting the total risk exposure, capitalization,
financial and economic performance, as well as
banking business models. However, to our
knowledge, our study is the first to examine the
potential impact of cyber policies on the assessment
of ESG pillars. Our research also uses the existing
literature to innovate in other aspects. First, from
a methodological perspective, the adoption of a one-
way ANOVA is appropriate for a complex analysis of
the relationship between the ESG and defending
against cyber risk, since it applies to the ESG pillars
score when a bank adopts this. Second, this study
supports supervisors who argue that ESG drivers are
important for all financial (EBA, 2021) and IT risks
(EBA, 2017, 2019). The results are useful for
the discussion of the European Central Bank’s (ECB)
guidelines on climate change risks (ECB, 2020),
the Basel Committee on Banking Supervision (BCBS)
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published financial risks and climate measurement
methodologies (BCBS, 2021), and the European
Banking Authority’s (EBA) guidelines on cyberattacks
(EBA, 2019). Compared to previous studies that
focused on the linear symmetry and significance of
individual variables, the ANOVA method allows us
to combine multiple filter variables, such as
the geographic area, total assets, and banks’
profitability. Consequently, the results are more
likely to provide insights into the significance or
non-significance of the connection between
the individual ESG pillars score and the cyber policy.

The objective of the study is to examine
the relationship between the three components of
ESG assessment and the implementation of
cybersecurity policies. We propose to take into
account profitability, size, and geographic location
in the analysis.

3. RESEARCH METHODOLOGY

3.1. Empirical model

We conducted a series of one-way analysis of
variance (ANOVA) tests on the ESG pillars score.
The ANOVA method is an effective statistical
strategy for analysing the group mean differences
and determining how different factors affect
the variability of a data set.

Various authors have used ANOVA to study
various events in the context of banking and
financial research (Al-Dmour, 2023; Kim et al., 2023;
Noreen et al., 2023). Almatari et al. (2023)
emphasised cybersecurity threats’ effect on banking
services in the cybersecurity and banking contexts.
The study highlighted the serious issues that
cybersecurity threats cause in banks. Using
statistical techniques, like an ANOVA, we can
determine the magnitude of these risks. This
method has also been used to evaluate the variables
affecting bank performance. Gao and Guo (2022),
for instance, assessed the green credit policy’s
impact on Chinese commercial banks’ financial
performances by using the difference-in-differences
(DID) method, which integrates the ANOVA
principles.

3.2. Variable definitions

Refinitiv Eikon' (ex. Thomson Reuters Financial &
Risk) provided the data for the analysis of
cybersecurity policy, and financial and economic
information, and the ESG pillar scores were specially
scored from O to 100 using a proprietary algorithm.
Moreover, the ESG scores used in the analysis are
environmental (ENV), social (SOC), and governance
(GOV).

Table 1 provides a summary of the dependent
(ESG pillars score) and the independent variables
that the research examined.

3.3. Sample and data

This study examines a sample of N =343 listed
banks covering the period from 2017 to 2022. Only
banks with more than 250 employees and revenues
of more than €50 million or assets of €43 million

! https://eikon.refinitiv.com/
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and a market capitalization of more than €1 billion,

operating in G10 and EU countries were selected.
Following the application of the filters and

using an ANOVA, Table2 and Table3 show

the subsamples’ composition, the number of
observations, the mean value, and the cyber policy
groups’ standard error (SE).

Table 1. Variables’ description, source, and type

Variables Description Type

Cyber security refers to the body of technologies, processes, and practices

Policy cybersecurity (Cyber policy) designed to protect networks, devices, programs, and data from attack, Independent
damage, or unauthorized access
The environmental pillar reflects how well a company uses best

Environmental pillar score (ENV) management practices to avoid environmental risks and capitalize on Dependent
environmental opportunities to generate long-term shareholder value
The social pillar measures are a reflection of the company's reputation

Social pillar score (SOC) and the health of its license to operate, which are key factors in Dependent
determining its ability to generate long-term shareholder value
The corporate governance pillar reflects a company's capacity, through its

Governance pillar score (GOV) use of best management practices, to direct and control its rights and Dependent
responsibilities through the creation of incentives, as well as checks and
balances to generate long-term shareholder value

Source: Authors’ elaboration
Table 2. Sample, filters’ type, and global observations
Sample Type and observations
Geographical area European (ex-EU 28 + Switzerland; Obs. =594) and non-European (USA, Canada, Japan;
(from G10 and EU countries) | Obs. = 1464)

Profitability
(pre-tax ROA)

Pre-tax ROA1 (> 2%; Obs. = 425) and pre-tax ROA2 (< = 2%; Obs. = 1633)

Size
(total assets)

Assets A (> €120,212,588,045.85; Obs. = 409) and Assets B (< = €120,212,588,045.85, Obs. = 1649)

Source: Authors’ elaboration

Table 3. Observation in the sample with the mean and standard error (SE) of policy cybersecurity groups

Mean and SE of ENV

Mean and SE of SOC

Mean and SE of GOV

False (29.547; 1.045)
True (33.699; 0.938)

False (42.174; 0.737)
True (50.41; 0.661)

False (49.599; 0.730)
True (55.632; 0.655)

False (53.027; 1.74)
True (61.077; 1.535)

False (57.259; 1.176)
True (66.54; 1.038)

(
False (56.782; 1.283)
True (65.663; 1.132)

False (20.269; 1.041)
True (22.354; 0.94)

False (36.213; 0.794)
True (43.725; 0.718)

False (46.76; 0.845)
True (51.476; 0.763)

False (71.579; 1.528)
True (69.603; 1.926)

False (72.458; 1.154)
True (70.057; 1.455)

False (68.472; 1.314)
True (64.81; 1.657)

False (21.219; 0.912)
True (23.004; 0.849)

False (36.377; 0.683)
True (44.184; 0.632)

False (46.436; 0.765)
True (52.007; 0.707)

False (25.96; 1.799)
True (32.677; 1.705)

False (43.437; 1.183)
True (53.906; 1.120)

True (51.795; 1.572)

Sample and

subsample Obs. false Obs. true
All sample 918 (45%) 1140 (55%)
European 260 (44%) 334 (56%)
subsample
Non-European | g5q (450 806 (55%)
subsample
Assets_A 158 (39%) 251 (61%)
Assets_B 760 (46%) 889 (54%)
Pre-tax ROAI 201 (47%) 224 (53%)
Pre-tax ROA2 717 (44%) 916 (56%)

False (30.552; 1.234)
True (33.949; 1.092)

False (41.819; 0.878)
True (49.555; 0.777)

(
(
False (45.454; 1.660)
(
(

False (50.761; 0.808)
True (56.571; 0.715)

Note: Sample and subsample = type; Obs. false = observation of bank — it does not have a cyber policy; Obs. true = observation of bank —
it has a cyber policy; Mean and SE = the group’s mean and standard error (false/true).

Source: Authors’ elaboration using one-way ANOVA.
4. EMPIRICAL RESULTS AND DISCUSSION

Tables 4,5, and 6 show the ANOVA’s results.
The significant relationship between the cyber policy
and the ESG pillars score when the F-value is more
than 3.84 and the p-value is less than 0.05 at
an « = 0.05. This means that a cyber policy could
improve the ESG pillars score.

The summary of results in Table 4 indicates
that there is a significant relationship between
cybersecurity policy and ENV pillar score in the All
sample (F-value =8.74 and p-value =0.0031), in
the European subsample (F-value = 12.04 and
p-value = 0.006), in the Pre-tax ROA1 subsample
(F-value=7.34 and p-value =0.007), and in
the Pre-tax ROA2 subsample (F-value =4.25 and
p-value = 0.0395). The results are consistent with
the studies on the relationship between a cyber
policy and the ESG pillars score (Cai et al.,, 2023;
Liu et al., 2023) and with the BCBS (2021) guidelines
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on climate financial risks and measurement
methodologies, as well as the EBA (2019) guidelines
on cyberattacks. All of these suggest that there are
parallels between the ESG risks and cyber risks in
terms of their measurement, but also integration in
terms of the risk management approach. The current
risk management models need to be updated to
address the increased risks, which are likely to arise
with new technologies’ extensive use.

The analysis shows no significance for the non-
European subsample, the Assets_A subsample, and
the Assets_B subsample. The results show a non-
significant relationship between cyber policy and
the ENV pillar score.

The European subsample explains almost all
of the increase in the policy’s mean in the all
sample; the shift is equal to 4 in the all sample and
the European subsample, while the shift in the non-
European subsamples is respectively equal to 8
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and 2. The findings verify that European and
non-European banks differ significantly.

Figures 1 and 3 show that cyber policy banks’
and no-policy banks’ composition is not relevant for
ENV’s upgrading in the non-European subsample.
This result originates from existing literature; we
note that the higher significance of the European
subsample points is due to FEuropean banks
capturing the significant shift in the ENV pillar score
in the all sample. This is linked to the main
advantage of using an ANOVA test, while regression
is the ability to distinguish between homogeneous

Figure 1. Non-European subsample’s box plot (ENV)

groups, here European banks with a policy, those
without a policy, and a non-European subsample.

A cyber policy’s impact on the ENV pillar score
is also not significant concerning the Assets_A
subsample (see Figures 2 and 4) since the subsample
comprises 39 per cent of banks without a cyber
policy (Mean = 69.603; SE =1.926), and 61 per cent
with a cyber policy (Mean = 71.579, the SE = 1.528).

This is probably due to the relatively small
number of banks in Assets_A (see Table 3). We note
that the SE doubles in the Assets_A subsample
compared to the Assets_B subsample and the all
sample.

Figure 2. Assets_A subsample’s box plot (ENV)
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Source: Authors’ elaboration
Table 4. ENV’s results
Sample and subsample SS dF [ MS | F [ Prob > F
All sample
Policy cybersecurity 8767.36 1 8767.36 8.74 0.0031
Error 2061354.49 2056 1002.6
Total 2070121.85 2057
European subsample
Policy cybersecurity 9472 1 9472.02 12.04 0.0006
Error 465858.8 592 786.92
Total 475330.8 593
Non-European subsample
Policy cybersecurity 1575.19 1 1575.19 2.21 0.1372
Error 1041416.43 1462 712.32
Total 1042991.61 1463
Assets_A subsample
Policy cybersecurity 378.7 1 378.683 0.65 0.4219
Error 238505.7 407 586.009
Total 238884.3 408
Assets_B subsample
Policy cybersecurity 1304.94 1 1304.94 2.04 0.1536
Error 1054775.23 1647 640.42
Total 1056080.17 1648
Pre-tax ROA1 subsample
Policy cybersecurity 4780.5 1 4780.49 7.34 0.007
Error 275443.2 423 651.17
Total 280223.7 424
Pre-tax ROA2 subsample
Policy cybersecurity 4639.85 1 4639.85 4.25 0.0395
Error 1782309.25 1631 1092.77
Total 1786949.1 1632

Note: j-sample (Bank): source, SS = sum of square due to each source, dF = degrees of freedom, MS = SS/dF (it is the mean square for
each source), F = F-statistics (it is the ratio of mean squares), Prob > F = p-value, Policy cybersecurity = variability between groups,
Error = variability within groups, Total = total variability.

Source: Authors’ elaboration.
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Figure 3. Annual trend of the banks’ ENV (non-European subsample)
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Figure 4. Annual trend of the banks’ ENV (Assets_A subsample)

4 No Policy Cyber in

100.00
2017
90.00 B No Policy Cyber in
2018
80.00 + No Policy Cyber in
g 2019
: 100 # Yes Policy Cyber in
= 6000 2019
= B No Policy Cyber in
§ 50.00 2020
%’ B Yes Policy Cyber in
§ 40.00 2020
= =Yes Policy Cyber in
& 30.00 2021 Yy
20.00 @ No Policy Cyber in
2021-2022
1000 @ Yes Policy Cyber in
2022
0.00 [ ]
0 10 20 30 40 50 60 70
J-Bank in period 2017-2022
Source: Authors’ elaboration.
The summary of the results in Table 5 indicates Figure 5. Assets_A subsample’s box plot (SOC)
that there is a significant relationship between
a cyber policy and the SOC pillars in the All sample T —
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Even when we examine the mean, we notice
that the level remains roughly aligned for banks with
a cyber policy (Mean = 72.458; SE = 1.154) and those
without a cyber policy (Mean = 70.057; SE = 1.455).
Figures 5 and 6 show that a cyber policy is not
relevant concerning upgrading the SOC pillar score.

The situation is similar to an analysis of
the ENV pillar’s impact on the European subsample
or non-European subsample, with the Assets_B
subsample capturing almost all the impact of
a cyber policy’s adoption (the shift is the same, i.e., 8
points if the variance is similar).

Table 5. SOC’s results

Sample and subsample | SS | dF [ MS | F | Prob > F
All sample
Policy Cybersecurity 34494.6 1 34494.6 69.18 0
Error 1025178.8 2056 498.6
Total 1059673.4 2057
European subsample
Policy Cybersecurity 12595.5 1 12595.5 35.02 0
Error 212094 592 359.6
Total 225499.1 593
Non-European subsample
Policy Cybersecurity 20444.3 1 20444.3 49.26 0
Error 606809.3 1462 415.1
Total 627253.6 1463
Assets_A subsample
Policy Cybersecurity 559.3 1 559.27 1.67 0.1966
Error 136081.2 407 344.352
Total 136640.5 408
Assets_B subsample
Policy Cybersecurity 24977.1 1 24977.1 70.41 0
Error 584243.9 1647 354.7
Total 609221 1648
Pre-tax ROA1 subsample
Policy Cybersecurity 11611.8 1 11611.8 41.31 0
Error 118911.5 423 281.1
Total 130523.3 424
Pre-tax ROA2 subsample
Policy Cybersecurity 24064.5 1 24064.5 43.49 0
Error 902448.8 1631 553.3
Total 926513.3 1632

Note: j-sample (Bank): source, SS = sum of square due to each source, dF = degrees of freedom, MS = SS/dF (it is the mean square for
each source), F = F-statistics (it is the ratio of mean squares), Prob > F = p-value, Policy cybersecurity = variability between groups,

Error = variability within groups, Total = total variability.
Source: Authors’ elaboration.

Figure 6. Annual trend of the banks’ SOC (Assets_A subsample)
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The summary of the results in Table 6 indicates
that there is a significant relationship between
a cyber policy and the GOV pillar score concerning
the All sample (F-value = 37.82 and p-value = 0),
the European subsample (F-value =26.94 and
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p-value = 0), the non-European subsample
(F-value =17.14 and p-value =0), the Assets_B
subsample  (F-value =28.58 and p-value = 0),

the Pre-tax ROAI subsample (F-value =7.69 and
p-value = 0.0058), and the Pre-tax ROAZ2 subsample
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(F-value = 29 and p-value = 0). Using the Total assets Figure 7. Assets_A subsample’s box plot (GOV)
filter, we show that there is no significant
relationship between a cyber policy and the GOV 100 —

pillar score in the Assets_A subsample.

Banks without a cyber policy (Mean = 68.472;
SE=1.314) and those with one (Mean =64.81;
SE = 1.657) behave similarly. Consequently, a cyber
policy does not improve the GOV pillar score
(Figures 7 and 8). The cyber policy might be
significant if the a were 0.1.

T
80
60

I

| |

| |

| |
20 - |

3 |

Governance pillar score

o [
0
True False
Policy cyber security
Table 6. GOV’s results
Sample and subsample__| sS [ dF | MS [ F [ Prob > F
All sample
Policy Cybersecurity 18512 1 18512 37.82 0
Error 1006454.83 2056 489.52
Total 1024966.83 2057
European subsample
Policy Cybersecurity 11531 1 11530.98 26.94 0
Error 253356.2 592 427.97
Total 264887.2 593
Non-European subsample
Policy Cybersecurity 8054.5 1 8054.47 17.14 0
Error 686853.1 1462 469.8
Total 694907.6 1463
Assets_A subsample
Policy Cybersecurity 1300.8 1 1300.82 3 0.084
Error 176480.3 407 433.61
Total 177781.1 408
Assets_B subsample
Policy Cybersecurity 12714.4 1 12714.4 28.58 0
Error 732750 1647 444.9
Total 745464.4 1648
Pre-tax ROA1 subsample
Policy Cybersecurity 4259.91 1 4259.91 7.69 0.0058
Error 2343114 423 553.93
Total 238571.3 424
Pre-tax ROA2 subsample
Policy Cybersecurity 13576.3 1 13576.3 29 0
Error 763617.6 1631 468.2
Total 777193.9 1632

Note: j-sample (Bank): source, SS = sum of square due to each source, dF = degrees of freedom, MS = SS/dF (it is the mean square for
each source), F = F-statistics (it is the ratio of mean squares), Prob > F = p-value, Policy cybersecurity = variability between groups,
Error = variability within groups, Total = total variability.

Source: Authors’ elaboration.

Figure 8. Annual trend of the banks’ GOV (Assets_A subsample)
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When the dimensional variable is considered as In the Assets.A and Assets_B subsamples,
a distinguishing factor, the relationship between the cyber policy has the same effect on the ENV
cyber policy and ENV score makes an explanation. pillar score, although with less intensity, since

Cyber policy is typically unrelated to ESG the shifts are both equal to 2 and 2 compared to 4
scores in very large banks (Asset_A). In actuality, overall. This is due to there being few observations,
these businesses have other controls and procedures  which means the SE of the Assets_A subsample
that permit a greater ESG score even in the absence increases. We also find that the SOC pillar score has
of a cyber policy. a significant relationship with the cyber policy

The regulations related to cybersecurity and except that of the Assets_A subsample. The presence
ESG policies have significance in the examination of of three bank groups explains this finding since
banks located in various geographical areas, making the subsample comprises most of the large banks
it impossible to determine any relation between  with cyber policy (Assets_A) and small banks, some
them. of which have a cyber policy (Assets_B) and some of

Since both large and small sample sizes are  which do not (Assets_B). Globally, this means that
included, profitability does not show an apparent the cyber policy is not significant in respect of

relationship between cyber and ESG pillar scores. the Assets_A subsample.
The results also show that the GOV pillar score
5. CONCLUSION has a significant relationship with the cyber policy,

except for the Assets_A subsample. Consequently,

To examine the relationship between the policy the cyber policy does not improve the GOV pillar
cyber security and the ESG pillar scores, banks were ~ score (a=0.05) and the cyber policy might only be
divided by geographic region, size, and profitability.  significant if the a were 0.1. In addition, limiting
For the All sample over the period 2017-2022, we the variability needs to be included in the study
note that only cyber policy in the European findings. Owing to the variability’s wildly varied
subsample explains the increase in the ENV pillar magnitude, the size was used to split the data into
score; for the other subsamples, we observe that two subsamples (Assets_A, Assets_B), meaning
they are substantially independent of cyber policy. the data became more like two groups than like
The results confirm that FEuropean and non- a continuous variable. Similar research but using
European banks differ significantly. mixed methodologies could be very useful.
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