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Abstract

This study examined the impact of cyber security on risk mitigation
strategy by commercial banks in the emerging market. The objectives
included exploring the relationship between cyberspace and cyber
threats, identifying the causes and challenges of these threats, and
proposing solutions. A quantitative research approach was adopted,
utilizing questionnaires for data collection from a sample of
25 respondents. Results indicated that major cyber risks included
phishing, hacking, and internal accounting fraud (Johnson, 2016).
Key challenges identified were inadequate oversight by managers,
insufficient data encryption, reliance on third-party services, and lack
of national standards and infrastructure, which hinder efforts to
combat cyber threats (Alsayed & Bilgram, 2017). The study concluded
that enhancing cyber security is crucial for Zimbabwean banks.
Recommendations for NEWMAN Bank (NB) include implementing
stringent monitoring of staff activities related to customer
confidentiality, conducting regular cyber security audits, raising
customer awareness, and adopting measures such as multifactor
authentication, automatic logout features, and strong firewalls to
mitigate cyber risks effectively.
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1. INTRODUCTION

This study examines the impact of cyber security on
risk mitigation strategies employed by commercial
banks in emerging markets, with a specific focus on

gap

Zimbabwe. A literature

the existing body of research is the limited
understanding of how cyber threats uniquely affect
banks in emerging markets, as most studies have
focused on developed economies. The research aims
to explore the relationship between cyberspace and
identified within Various cyber threats, identify the causes and
@

”,
NTERPRESS
VIRTUS

28


https://doi.org/10.22495/clgrv7i1p3

Corporate Law & Governance Review / Volume 7, Issue 1, 2025

challenges posed by these threats, and propose
actionable solutions tailored to the context of
Zimbabwean banks. The primary research question
guiding this study is:

RQ: How does cyber security influence the risk
mitigation strategies of commercial banks in
emerging markets?

The relevance of this study lies in its potential
to enhance the understanding of the intricate
relationship between cyber security threats and risk
management strategies within commercial banks in
emerging markets, enabling them to fortify their
defenses against increasingly sophisticated cyber
attacks. Additionally, the significance of the research
extends to fostering trust and confidence among
bank customers by promoting awareness and
proactive measures that safeguard their personal
financial information, ultimately contributing to
amore resilient financial ecosystem. This study
contributes to enhancing the understanding of how
cyber security threats impact risk mitigation
strategies in commercial banks within emerging
markets, ultimately guiding banks and regulatory
bodies like the Reserve Bank of Zimbabwe (RBZ) in
implementing more effective security measures to
protect clients and strengthen the overall financial
ecosystem against cyber threats.

To analyze this issue, a quantitative research
approach was employed, utilizing questionnaires to
gather data from a targeted sample of 25 respondents
representing different roles within the banking
sector. The theoretical framework that guided
the research is built on risk management theory,
emphasizing the need for effective strategies to
minimize exposure to cyber risks.

Findings revealed that key cyber risks faced by
Zimbabwean banks include phishing, hacking, and
internal accounting fraud. Major challenges
identified include inadequate managerial oversight,
insufficient data encryption, reliance on third-party
services, and a lack of national standards and
infrastructure, all of which impede effective cyber
threat mitigation. The study concluded that
enhancing cyber security is crucial for the
sustainability and  operational integrity of
Zimbabwean banks. Recommendations for NEWMAN
Bank! (NB) include implementing stringent
monitoring of staff activities related to customer
confidentiality, conducting regular cyber security
audits, raising customer awareness, and adopting
technical measures such as multifactor
authentication, automatic logout features, and
strong firewalls to effectively mitigate cyber risks.

The paper is structured as follows. Section 1 is
an introduction outlining the significance of
the study and the identified literature gaps.
Section 2 reviews the literature. Section 3 details
the research methodology, which includes
the sampling process and data collection techniques.
Section 4 present the research results. Section 5
discusses these results in the context of existing
literature. Section 6 concludes the paper with
asummary of key findings and practical
recommendations aimed at enhancing the cyber
security resilience of commercial banks, thus
contributing to the growing body of knowledge on
cyber risk management in emerging markets.

I NEWMAN Bank is a pseudo name for ethical reasons.
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2. LITERATURE REVIEW
2.1. The Reserve Bank of Zimbabwe

The Reserve Bank of Zimbabwe (RBZ) is the oversight
body over financial services firms, striving to create
a reliable and effective financing system in
the interests of clients and the country’s economy in
compliance with the Banks Act (RBZ, 2021). Banking
is done electronically in this modern era because of
computer advancements also banking and
withdrawals are done over networks. This modern
era encompasses bank robberies to develop new and
more efficient methods to exploit digital financial
ecosystems. All these technological concerns point
to a cyber security study area and propose how to
limit risk on banks.

The protection of computerized data as well as
the system that underpins it is referred to as cyber
safety. Recently, Acharya and Joshi (2020), pointed
out that technological advancement has resulted in
significant returns for the banking industry, in
addition to cyber attacks constitute a serious risk
to the same organization. The report suggests
computer safety audits, electronic safety education,
cyber protection assessments, and security
strengthening. Acharya and Joshi (2020) released
a risk-based systems approach and recommendations
to address the risk of cyber attacks in financial
institutions. The book is organized into six categories:
computer security governance and surveillance,
cyber defense threat mitigation system, technological
resilience assessment, cyber security functional
resilience, cyber security intelligence, and metrics,
surveillance, and reporting. National Risk
Assessment (2020) mentions that 900 million dollars
are recorded annually in Zimbabwe due to digital
financial pathways. The Central Bank’s continuing

attempts to combat cyber economic criminal
behavior complement and dovetail  with
the Government’s  National information and

communication technologies (ICT) strategy and
national cyber security policy, both of which aim to
secure Zimbabwean cyberspace against cyber attacks.

Cobb (2019) suggested that digital safety is
required as a solution when a crime is committed.
Hacking, virus dissemination, logic bombs, denial of
service attacks, phishing, jacking, and other forms of
cybercrime exist. Cobb (2019) declares that
the world’s cyber skills gap is growing and reveals
that 86% of information security managers polled
believed that there is a scarcity of experienced cyber
security workers. Cyber warfare is proposed as a way
of cybercrime safeguarding, software programs are
proposed and executed. Connection surveillance
systems, according to Cobb (2019), are a form of
computer programs that analyze system operations
in order to discover unusual breaches of safety
regulations and differentiate between malicious and
lawful network users.

In terms of Zimbabwean commercial lending
institutions, it is crucial to stress that they are
embracing cutting-edge innovations such as
electronic lending, psychometric models for scoring
credit, mobile payments, and biometric technology
(RBZ, 2021). Financial institutions in Zimbabwe are
contemplating the importance of FinTech in
encouraging reliable and effective service delivery,
as they are proactively embracing and leveraging
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innovation to offer a varied range of financial
services and goods. NB, Zimbabwe’s biggest bank,
has signed a Letter of Association with an American
startup. The National FinTech Steering Committee
has been constituted by the RBZ (RBZ, 2021).
Although commercial banks have good financial
success, usage of internet-based banking services is
low. It is distressing to discover that just 13% of
Zimbabwean banking users use digital banking
services, (Wadesango & Muwishi, 2024). Ensuring
electronic safety, on the other hand, is a major
priority for Zimbabwean banks (RBZ, 2021). This
could be one of the reasons Zimbabwean consumers
are wary about digital banking. There is evidence
that while doing online business transactions, clients
are more concerned with the protection of their
confidential data.

NB upgraded its digital banking platforms, NB
Touch and NB Pay, on July 28, 2021, as part of its
efforts to improve client satisfaction and security
when transacting. The latest version of the NB Touch
application was effective on August 5, 2021, has
a considerably better visual appeal, and contains
more visuals and designs, making it faster than its
predecessor.

Bhasin (2016) suggested that cyber security
professionals in their fields highly driven,
committed, and competent to avoid, identify, react
to, or decrease the consequences of such threats
were of vital importance to address this issue.
To that end, various cyber security teaching
programs have been established in recent years, as
have government-set standards efforts in the field of
cyber security. According to internal NB statistics,
the number of online clients at NB Gweru Branch is
still relatively low compared to offline customers,
even after NB has spent considerably on their digital
service, according to Wadesango and Magaya (2020).
Fear of online threats proves to be a barrier to
digital banking. Ohrimenco and Valeriu (2023)
proposed a short description of critical
infrastructure, dedicating optimization model of
cyber attack influence on critical infrastructure.
Cyber security insurance (cyber resilience program
plans, cyber liability, first-party and third-party
insurance) is investigated. Cyber insurance is
considered dependent on the following categories of
cyber liability: unlawful exposure to data,
publication of secret information, and destruction of
data or digital property are all examples of data
breaches. Bhasin (2016) identifies and analyzes
the most comprehensive list of cyber attacks and
threats extortion assaults, data manipulation
attacks, many device attacks, backdoor, mobile
device attacks, hacking everyday gadgets, phishing.

According to Mugari et al. (2016), cybercrime is
a danger to all parts of a country’s economic
activity, and it is most severe in financial
institutions. With the global expansion of non-cash
payment technologies, the possibility of cyber
attacks in banking systems has become greater.
According to Mugari et al. (2016), the present
liquidity crisis in Zimbabwe has increased the
utilization of facilities such as credit card
transactions and thereal gross settlement
mechanism. New payment methods, according to
Mugari et al. (2016), have widened financial systems’
vulnerability to risk, including forged e-wallet
transactions and digital card theft. Combating and
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avoiding cyber attacks in emerging nations, on the
other hand, becomes more challenging than in
Western nations due to considerations such as
insufficient awareness, ineffective legislation and
regulations, and the costly nature of antivirus
programs, among others. Sussmann (1999) claims
that due to the rapid advancement of technology,
regulatory agencies have been unable to efficiently
tackle digital crime, especially in emerging nations.
According to the conclusions of the preceding
research, the authors propose more stringent law
enforcement, education, and the use of more
technologically advanced machinery to mitigate
these risks. In this research, we will discuss the
possibilities of employing machine learning
methodologies to overcome some of the present
constraints of cyber threats and cyber forensic tools.
Additionally, we will concentrate on ways to
decrease the relationship between cyberspace and
cyber attacks to promote cyber warfare. As a result
of these unlawful allegations, the researchers will
study the consequences of cyber security on risk
mitigation. In this research, we will discuss
the possibilities of employing machine learning
methodologies to overcome some of the present
constraints of cyber threats and cyber forensic tools.
Additionally, concentrate on ways to decrease
the relationship between cyberspace and cyber
attacks to promote cyber warfare (Wadesango,
Karaga, et al., 2024).

2.2. Empirical studies

2.2.1. The relationship between cyberspace and
cybercrime

According to Bayraymova et al. (2021), cyberspace
has a set of characteristics that must be observed
and taken care of so that they do not have a negative
impact on the operation of the digital realm. This is
the location where data and information are
transmitted using proper and secure standards.
Furthermore, one of the most important aspects of
this domain is that it has technology that detects
and controls complicated cyber attacks, as well as
determines the necessary steps to prevent these
attacks. According to Bayraymova et al. (2021),
cybercrime is a negative act that has an immense
effect on the operation of the digital realm via
manipulation, espionage, extortion, or the distribution
of illegal information targeting clients or businesses.
Cybercriminals try to breach safeguards of
computers, smartphones, tablets, networks, and
other internet-connected devices. A cyber threat can
be perpetrated by one individual or a gang of
hackers. Military espionage, extortion to get money
or information, extortion and running people’s
reputations, vengeance, and challenges are all
common motivations for cyber threats. All crimes
performed in cyberspace are referred to as
cybercrime. Cyberspace is our surroundings that
results from the interconnection of hardware and
software infrastructure. In Zimbabwe, cybercrime is
on the rise. According to the banking regulator of
Zimbabwe, internet criminal activity costs
the country an average of 1.8 billion dollars every

year. According to Bhasin (2016), there are
numerous kinds of cybercrime in Zimbabwe
including identity theft, phishing, hacking, and

malware victimization. According to Acharya and
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Joshi (2020), there has been a massive surge in cyber
intrusion and attacks over the last decade.
Cybercrime causes a worldwide loss of 114 billion
dollars virtually every year, with the expense of
countering the crime totaling 274 billion dollars.
In July 2016, the Indian banking industry lost
171 million dollars because of a phishing email
attack on Union Bank, as well as a ransomware
attack that locked down thousands of computers.

Statistics show that India is responsible for 7%
of all electronic fraud incidences globally. Potential
state and non-state actors, criminal gangs, and
attackers have frequently targeted Indian banks.
The incident of cyber attacks on central banks in
2016 explains this better, as bank payments
attempted to be prevented by attacking its website
through the insertion of malicious software by
a hacker from Pakistan, as reported by Saravade and
Bhalla (2018). Union Bank of India suffered
an incident in July 2017, in which almost 170 million
dollars was stolen from the Nestro account.
According to the investigation, the criminals got
access through spear phishing. The published
statement of the KPMG report on illegal acts
happened in 2017, financial institutions originally
did not have adequate infrastructure to secure data
and other essential information, causing them to fall
into rampant cyber danger. According to Deloitte
(2015), 93% of participants outlined that there has
been a skyrocketing of illegal deception cases in
the financial sector in the last two years, due to
the time gap between online assaults and the
identification of the risk and intruders, just under
twenty-five percent of the fraudulent transactions
can be recovered.

2.2.2. Cyber risk management by commercial banks

Cyber risk identification, evaluation, measurement,
mitigation, and comprehension are all critical
components for tackling cyber risk, just as they are
for managing any other financial risk. Mugari et al.
(2016) contended that the risk management method
for cyber threats is controlled by adopting the risk-
mitigation control procedure. Effective cyber fraud
risk mitigation reduces the chance of significant
adverse impacts on an organization by obviating
risks, controlling effects, and reducing susceptibility
(RBZ, 2021). Prevention and mitigation of risks for
cyber fraud must be continuous and proactive,
requiring control over both the technology itself and
the people and systems that utilize and support it
(RBZ, 2021). Because of the continually changing risk
environment, the approach must be dynamic
(RBZ, 2021).

ISO/IEC 27005:2022 suggested that cyber risk
identification is the process of identifying and
assessing potential threats and vulnerabilities in
an organization’s information systems and digital
assets (International Organization for Standardization
[ISO], 2022). It involves recognizing the potential
risks and their potential impact on the confidentiality,
integrity, and availability of data and systems. There
are several reasons for conducting cyber risk
identification including understanding the threat
landscape, cyber risk identification helps
organizations gain a comprehensive understanding
of the current threat landscape. It allows them to
identify potential threats, vulnerabilities, and attack
vectors that could compromise their information
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systems and digital assets. According to Tarala
(2023), banking industries have specific regulatory
requirements for managing cyber security risks.
Cyber risk identification helps organizations identify
and address risks to ensure compliance with
relevant regulations and standards. SANS Institute
suggested that to identify cyber risk is to assess
stakeholder confidence. Demonstrating a proactive

approach to cyber risk identification instills
confidence in stakeholders, including customers,
partners, and investors. It shows that

the organization takes cyber security seriously and
is committed to protecting sensitive information and
maintaining operational resilience.

2.2.3. Security practices that can mitigate cyber
risks

Ghelani et al. (2022) stated that having innovation at
the leading edge, the financial services industry has
revolutionized, and online financial services have
emerged as a more practical means to conduct
transactions. South African banks often use external
platforms like PayPal to complete foreign and local
payments. This system is not under the bank’s
control, and its reliance on external systems to
ensure quality in terms of how they provide internet
services to clients represents a significant safety
concern. As networks evolve, increasingly
interconnected, reliance increases, as would
the possibility of assault or harm on a computer
system. Managing these risks includes restricting
and neutralizing incidents before happen, a process
called managing risks. Deloitte as risk management
has established the first cyber artificial center (CIC)
in Africa in Nairobi, Kenya, to give the highest level
of cyber protection worldwide. The center is related
to other centers utilizing the latest innovations on
seven different continents. According to Johnson
(2016), this center helps financial companies build
arisk-specific, preventive digital safety approach
that can help in computer attack avoidance,
detection, and mitigation. These services are offered
by Deloitte CIC: cyber surveillance, cyber watch, and
cyber response. A computer monitoring is an actual
time surveillance information system as well as
asystem for organizing events that identifies,
analyzes, notifications, reports, and conducts
areaction process 24 hours a day, seven days
aweek. Cyber checks provide continuous
vulnerability monitoring and control, as well as risk
information which are precise and tailored to detect
prospective assault before its occurrence. Gupta
etal. (2021) and Khalghani (2022) concur Bhasin
(2016) who explained that in an environment in which
cyber assaults become increasingly complicated and
common, the combination of the three ideas of cyber
shield, internet space, and cyber resilience would
offer a strong foundation for successfully reacting
to safety issues in the age of technology. This
concept refers to a strong cyber system that protects
systems and networks from threats. Strong
protection protocols, and modern technical
installation for attack discovery, mitigation, and
intervention, and it also includes early detection of
fresh risks components of the cyber shield.
The basic safeguard used to defend businesses from
cyber attacks is known as a cyber security guard.
Second, according to Czejdo et al. (2014), the idea of
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cyber resistance, which we name “cyberspace”, is
a strategic section where organizations can enhance
that when faced with cyber assaults, organizations
must strengthen their security procedures and
safeguard system reliability. Finally, we introduce
what we name the concept of cyber resiliency “cyber
sword”. This concept refers to a business’s capacity
to respond to and defend against cyber assaults.
Sword of the cyberspace employs protective and
reactive tactics that rely on a thorough awareness of
online risk, as well as reactive methods like
electronic forensics assessment, the development of
fresh safety features, as well as the implementation
of modern protection practices. Wadesango and
Muwishi (2024) claimed that cyber security
frameworks and controls, such as the NIST Cyber
Security  Guidelines and ISO/IEC 27001:2022
Information Security Management System (ISMS)
Benchmark, can be utilized to reduce risks related to
cyber security.

associated  with

2.2.4. Cyber security risk

the banking industry

Ojeniyi et al. (2019) conducted a study in Nigeria to
examine the controlling risks associated with
electronic financial institutions in Nigeria, utilizing
Diamond Bank and other banks as case studies.
The purpose of this study was to assess the threat to
safety associated with various parts of digital
transactions to identify the amount of security
priorities required to ensure their privacy, access,
and authenticity. Questionnaires were utilized to
collect data to assess the degree to which bank
clients mostly affected them (Ojeniyi et al., 2019).
Respondents included risk officers from Nigerian
institutions. To obtain replies from respondents,
the survey was graded on a rating system of
occasionally, regularly, very frequently, seldom, and
never. In addition, a scale grading system was
established to quantify the dangers of internet
money transfers. It was carried out in the following
way, the combination of very often and frequently
scales yielded an amount of a small effect risk,
whilst moderate risk’s effect was immediately
mapped to the sometimes scale, and a significant
influence of risk was obtained by combining rarely
and never scales. According to the results, most of
the respondents kept their accessible via
the internet including operations credentials as well
as private information to their mobile devices,
according to research and analysis. If another
individual gains access to the gadget used for online
transactions, this might put bank users in danger.
Banks, according to Ojeniyi et al. (2019), state that
they ought to tell their customers how to manage
their online access and usernames when making
financial transactions online. Aside from the threat
of password retention, the researchers also
mentioned that exchanging internet login credentials
with other persons poses much harm giving
unauthorized gaining of user’s information.
Information is subject to being illegally gained by
hackers using a free Wi-Fi access point. According to
the survey, many customers’ confidential information
is routinely charged without authentication from
their wusers and this implies that financial
institutions are supposed to create awareness
campaigns to inform consumers about the dangers,
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like NB does to its customers. NB Holdings Limited
values your security as you transact online, and we
are pleased to give you tips from time to time.
Fraudsters normally send emails, text messages as
well and pop-up messages on websites and social
media sites to clients asking for login details,
internet banking passwords, and/or user’s ID, this is
called web phishing. If you receive such an e-mail do
not open the e-mail or any of the given links, just
ignore and delete the email without replying.

According to the research outcomes, a substantial
percentage of those polled had a rudimentary
understanding of the safety concerns associated
with sharing their online bank transaction details.
Furthermore, Ojeniyi et al. (2019) emphasized
the need to warn users not to keep credentials and
details of transactions on transaction terminals.
Financial institutions must regularly upgrade their
financial interaction programs to ensure that they
remain trustworthy in the public domain of
customer account material.

According to Choudhary and Sharma (2020),
banks face a range of cyber security threats due to
the sensitive nature of the data they handle and
the potential financial gains for attackers. Banks are
vulnerable to malware and ransomware attacks that
can compromise their systems and networks.
Malicious software can be used to steal sensitive
customer information, gain unauthorized access, or
encrypt data for ransom. Palan (2019) suggested
smishing is a type of phishing attack, that often
aims to trick bank customers or employees into
revealing their login credentials. Attackers can then
use these stolen credentials to gain unauthorized
access to online banking accounts, conduct
fraudulent transactions, or even compromise
internal banking systems. Once attackers obtain
login credentials through phishing, they can take
control of customer accounts. This enables them to
monitor account activities, manipulate transactions,
transfer funds to unauthorized recipients, or initiate
further financial fraud. According to Pal et al. (2019),
breaches can lead to identity theft, financial loss,
and reputational damage for both the bank and its
customers. Phishing attacks often involve creating
fake emails, messages, or websites that mimic
legitimate bank communications or online banking
platforms. These spoofed emails or websites may
use similar design elements, logos, and branding to
deceive recipients into believing they are interacting
with the bank. Customers who unknowingly provide
their login credentials or other sensitive information
on these spoofed platforms can become victims of
fraud (Dzomira, 2014). Banks may be targeted by
more sophisticated spear phishing attacks, where
attackers meticulously research and personalize
their phishing attempts. They may impersonate bank
executives or employees to trick other employees
into divulging sensitive information, providing
access to internal systems, or initiating fraudulent
transactions. According to Okpa et al. (2022),
phishing emails may also include malicious
attachments or links that, when clicked or opened,
can infect a user’s device with malware. This
malware can then be used to gather sensitive
information, capture keystrokes, or gain unauthorized
access to the bank’s systems (Wadesango, Tatenda,
et al., 2024).
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2.2.5. Analysis of the effects of cyber threat on
the ecosystem of banks

According to Mugari et al. (2016), cyber risk can
have a substantial impact on a bank’s ecosystem,
affecting different stakeholders and parts of its
operations. A successful cyber attack on a bank
might result in financial damages. Direct losses from
stolen funds, fraudulent transactions, or operational
disruptions that impede income creation are
examples of this. Indirect expenses may also be
incurred because of incident response, cleanup
activities, legal actions, and prospective regulatory
action. According to Bhasin (2016), cyber security
events can significantly harm a bank’s reputation.
News of a data breach, client information theft, or
other cyber attacks can destroy trust in the bank’s
capacity to safeguard sensitive information.
Rebuilding a damaged reputation can be a difficult
and time-consuming process that can influence
client retention and acquisition. Cyber risk
occurrences have a direct impact on customers.
When a person’s personal and financial information
is compromised, it can lead to identity theft,
financial fraud, or unauthorized access to their
accounts. Customers may lose trust in the bank’s
ability to protect their data and opt to switch to
other financial institutions, resulting in customer
attrition, as mentioned by Dzomira (2014). Banks are
governed by a regulatory framework that imposes
certain cyber security obligations. Cyber risk
occurrences can result in violations of these
standards, which can result in financial penalties,
legal ramifications, or regulatory restrictions
(Makuya et al., 2024). Failure to comply with data
protection laws, privacy regulations, or industry
standards can have serious ramifications for
the bank. Cyber attacks, according to Acharya and
Joshi (2020), can interrupt the bank’s business
operations, resulting in service failures, system
unavailability, or transaction processing delays.
These disruptions can have an impact on client
experiences, impede day-to-day operations, and
result in financial losses. Banks frequently work with
other financial institutions, vendors, or partners.
A cyber attack on one party might have a domino
effect, jeopardizing the security and operations of
other businesses (Wadesango & Muwishi, 2024). This
emphasizes the significance of analyzing and
controlling cyber risks related to the bank’s
ecosystem. Alsayed and Bilgram (2017) researched
the techniques employed by phishing hackers in
Saudi Arabia to attempt the theft of information and
money laundering. The research also outlined
security strategies that bank customers may take to
safeguard their online financial transactions.
Regardless of the advantages that financial
institutions offer to their clients by way of online
channels, including money transfers among
accounts, payment of bills, monetary balance
approval, and the ability to transmit and receive
confidential data between financial institutions and
their clients, digital banking has caused many safety
issues (Alsayed & Bilgram, 2017; Akinbowale
et al., 2020).

3. RESEARCH METHODOLOGY
In conducting the research, a structured quantitative

methodology was employed to gather empirical data
from specifically targeted groups within the NB.

VIRTUS

The primary method of data collection involved
the use of questionnaires, which were designed to
facilitate the collection of objectively measurable
data regarding perceptions and practices within
the bank’s various departments. This approach was
deemed appropriate for capturing a comprehensive
statistical overview of the targeted population —
comprised of bank supervisors, information
technology (IT) staff, internal auditors, risk officers,
and customers across 49 branches in Harare.
The structured nature of the questionnaire ensured
that responses were standardized, thus enhancing
the reliability and validity of the findings
(Bloomfield & Fisher, 2019). Additionally, piloting
the questionnaire before the main study could have
further refined the instrument and minimized
misunderstandings among respondents, ensuring
the clarity of the constructs being measured.

While the current study utilized a quantitative
approach with random sampling methods,
alternative research methods could also have been
suitable for exploring the perceived impact of
technological innovations in banking. For instance,
a qualitative research design, incorporating focus
group discussions or in-depth interviews, would
allow for a richer exploration of the nuanced
experiences and perceptions of the participants,
providing insight into the qualitative dimensions of
technological adoption and its implications for
banking operations (Bloomfield & Fisher, 2019).
Mixed-method approaches that combine both
qualitative and quantitative data could also be
considered beneficial, as they would draw on
the strengths of both methodologies, allowing for
a comprehensive analysis that captures both
statistical generalizations and in-depth personal
narratives.

Moreover, longitudinal studies could serve as
aviable alternative, enabling the investigation of
changes over time concerning attitudes toward
technological innovations within the bank. Such
studies could help to identify trends and
relationships that are not observable in a static,
cross-sectional snapshot. Utilizing these alternative
methods could enrich the findings by providing
amore holistic view of how technological
innovations are perceived and implemented within
banking settings (Wadesango, Karaga, et al., 2024).
Furthermore, employing methods such as stratified
sampling would ensure that different subgroups
within the population are adequately represented,
thereby  enhancing the  generalizability of
the research outcomes.

Table 1. Target population and sample size

Sample components Targeted | Sample | Population
p p population size sampled

RBZ _ supervision and 7 4 57%
surveillance employees

Information technology 8 6 75%
Risk managers 3 3 100%
Ipterne_ﬂ auditors and 9 7 78%
financial accountants

Total 27 20 74%

The information was analyzed qualitatively as
well as quantitatively. Quantitative analysis was used
to enhance the subjective information that focused
on the goals. Pearson correlation was used to

@

NTERPRESS



Corporate Law & Governance Review / Volume 7, Issue 1, 2025

determine the connection between cyber safety
procedures and risk factors using the Statistical
Program for the Social Sciences (SPSS).

4, RESULTS

4.1. The solutions and practices used by NEWMAN
Bank to solve and resolve the risk of cyber threats

The answer to cyber fraud in banks is shown in
Table 3. The mean score is important when it

exceeds 2.5. With a mean of 4.60 and a standard
deviation of 0.59824, Table 3 demonstrates that
a forensic security audit is required to mitigate
the occurrence of cyber risk in banks. Similarly, it is
demonstrated that banks must utilize firewalls to
avoid cyber attacks and forgeries in financial
institutions, with a mean of 3.95 and a standard
deviation of 1.05006. Finally, with a mean of 3.75
and a standard deviation of 1.20852, it demonstrates
the necessity to sensitize bank customers to cyber
security through cyber security education.

Table 2. Solutions and methods to eliminate and mitigate cyber threats

Solutions and methods Disagree Strongly disagree Neutral Agree Strongly agree
Forensic audit 0.0% 0.0% 5.0% 30.0% 65.0%
Cyber security education to banks’ customers 5.0% 10.0% 25.0% 25.0% 35.0%
Firewall 0.0% 10.0% 25.0% 25.0% 40.0%

Table 3. Cyber security practices to mitigate cyber threats: Descriptive statistics

Solutions and methods N Minimum Maximum Mean Std. Deviation
Forensic audit 20 3.00 5.00 4.6000 0.59824
Firewall 20 1.00 5.00 3.7500 1.20852
Cyber security to bank customers’ firewall 20 2.00 5.00 3.9500 1.05006
Valid N (listwise) 20

4.2. Major challenges faced by NEWMAN Bank to
mitigate cyber risk occurrence (2019-2023)

Table 5 details the difficulties encountered in
reducing the extent of cyber incidents in NB
institutions. The average benchmark is noteworthy
at greater than 2.5. The investigation revealed that
a lack of infrastructure management causes a major

barrier in reducing electronic breaches of money and
other confidential information, with a mean of 4.7
and a standard deviation of 0.47016. Furthermore,
the chart found that the mean of 3.95 and
a standard deviation of 1.35627 are the issues of
decreasing online theft in institutions that were
impacted by a shortage of effective databases and
insufficient awareness among bank clients.

Table 4. The major challenges to mitigate cyber risk

Challenges Disagree Strongly disagree Neutral Agree Strongly agree
Inadequate awareness by bank customers 10.0% 5.0% 15.0% 20.0% 50.0%
Lack of infrastructure 0.0% 0.0% 0.0% 30.0% 70.0%

Table 5. The major challenges to mitigate cyber risk: Descriptive statistics

Challenges N Minimum Maximum Mean Std. Deviation
Inadequate awareness by bank customers 20 1.00 5.00 3.9500 1.35627
Lack of infrastructure 20 4.00 5.00 4.7000 0.47016
Valid N (listwise) 20

4.3.The effects of cyber security threats on
the banking ecosystem

According to the findings presented in Table 7,
financial loss is the most significant effect, with

a mean of 3.45 and a standard deviation of 1.46808.
Furthermore, NB recorded a loss in repute, with
amean of 3.35 and a standard deviation of 1.53125.
At > 2.5, the mean score is significant.

Table 6. Effects of cyber security threats on the banking ecosystem

Effects Disagree Strongly disagree Neutral Agree Strongly agree
Loss of reputation 20.0% 10.0% 15.0% 25.0% 30.0%
Financial loss 10.0% 25.0% 10.0% 20.0% 35.0%

Table 7. Effects of cyber security threats on the banking ecosystem: Descriptive statistics

Effects N Minimum Maximum Mean Std. Deviation
Loss of reputation 20 1.00 5.00 3.3500 1.53125
Financial loss 20 1.00 5.00 3.4500 1.46808
Valid N (listwise) 20
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Table 8. Pearson correlation using SPSS bivariate analysis

Cyber risk Security measures
Pearson correlation 1 0.237
Cyber risk Sig. (2-tailed) 0.314
N 20 20
Pearson correlation 0.237 1
Security measures Sig. (2-tailed) 0.314
N 20 20

Sources: Authors’ computation using SPSS, 2023.

Table 8 shows a mathematical calculation of
Pearson correlation with SPSS. The independent
variable was internet safety risk, and the dependent
variable was cyber practices. The Pearson correlation
of 0.237 between cyber risk and security measures is
shown in the bivariate analysis with a Sig. (2-
tailed)/p-value of 0.314. Because the correlation is
close to +1, it indicates that there is a substantial
positive relationship between cyber risk and security
measures. R = 0.237 (Sig. = 0.314).

5. DISCUSSION

Kremer and Muiller (2014) proposed that cyberspace
refers to the visual world formed by computers and
networks, where information is stored, processed,
and communicated. It includes numerous digital
platforms such as the internet and cloud
infrastructures. Cyber dangers, on the other hand,
are potential risks that can result in harm or bad
outcomes from the use of cyberspace. It comprises
a wide variety of threats and vulnerabilities that can
damage an organization in the setting of NB. These
risks include illegal access to personal information
such as banking details, banking systems, and so on,
as well as virus infection, financial theft, hacking,
and phishing. Bhasin (2016) argued that
the relationship between cyberspace and cyber risk
is complex and interconnected. Stiawan et al. (2017)
suggested that the rise of cyberspace has enlarged
the prospects for innovation and progress but has
also introduced much risk to the industry that
requires much attention as cyber security
procedures to secure the organization.

When questioned about the prevalence of cyber
assaults in financial institutions using cyberspace,
NB staff responded that generally, the problem of
cyber attacks emanates from external and internal
factors, with internal factors mentioning disgruntled
employees and those with access to systems and
data can misuse their privileges, as well as outsider
hackers. Personnel of the NB also indicated that they
obtain such notifications on a minimum of three
occasions a year, and additionally that they are
aware of bank personnel being prosecuted for
reporting such threats. According to McGuire and
Dowling (2013), hacking/cracking, spamming, and
running fraudulent software and spyware
applications are ways used to deceive bank clients.

According to the other research findings
(Bhasin, 2016; Okpa et al., 2022; Dzomira, 2014,
Alsayed & Bilgram, 2017), there are several
opportunities for banks to commit cyber threats
during sloppy or incompetent risk administration
and minimal concentration on internal oversight.
When such opportunities are combined with
incentives, the potential for cyber danger increases.
When questioned what steps they considered could
be implemented to address online risks, participants
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from the RBZ figured that this might be accomplished
by continuously tracking the efficiency of banks in
order to support the setting up of more restrictive
control systems, continually informing banks about
the significance of online security not only to the
bank involved but to the financial service industry as
a whole, and supporting banks to undertake forensic
audits as an ongoing audit instead of as a statistical
measure. However, both bank employees and
auditors agreed that hiring forensic auditors was
the most effective strategy.

Cyber security education for bank customers is
another practice that can be used to mitigate cyber
risk. According to Table 2, 35% of respondents
strongly agree that education is the best way to
curtail cyber breaches, as illustrated in Section 2
where NB informs and educates its customers about
phishing, 25% of respondents agree and are neutral,
10% disagree, and 5% strongly disagree.

Another method for mitigating cyber risk is to
utilize a firewall. A firewall is an internet connection
security device that serves as an obstruction
between a company’s network and a third-party
network or adifferent network. It tracks and
controls network traffic that comes and goes based
on predetermined security parameters. The primary
role of a firewall is to protect the internal network
from unauthorized access and to mitigate various
cyber dangers. Access control, packet filtering,
network address translation, application control,
and intrusion prevention systems are examples of
firewall features that can help to reduce risk (Okpa
et al., 2022; Seissa et al., 2017).

The study’s findings revealed that banks face
numerous hurdles in reducing cyber risk.
The challenges were a lack of guidelines and
national oversight, a lack of structures, and a lack of
education among bank customers. The outcomes
were supported by Mugari et al. (2016), who stated
that digital users in Africa do not have fresh
technological advances in safety precautions such as
anti-virus packages, and many of the operating
system versions used are not frequently patched,
impinging on the elimination of online risks.
The results of the research suggested the adverse
consequences of cyber security risks on banks, such
as monetary losses, diminished efficiency, and
vulnerability of the banking industry’s ICT networks
and structures.

6. CONCLUSION

In conclusion, this study highlighted key findings
regarding the impact of cyber security on risk
mitigation strategies employed by commercial banks
in the emerging market of Zimbabwe. The research
identified major cyber threats, including phishing,
hacking, and internal accounting fraud, which pose
significant challenges to financial institutions. These
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risks are exacerbated by factors such as inadequate Regarding the effects of cyber security
managerial oversight, insufficient data encryption, procedures on risk reduction by financial
reliance on third-party services, and a lack of institutions, some pieces of advice that should be
established national standards and infrastructure. followed to reduce risks linked to bank operations
The implications of these findings underscore are as follows.
the urgent need for Zimbabwean banks to enhance According to our research, NB ought to boost
their cyber security frameworks to effectively its investment in cyber security to reduce risks and
mitigate these risks, particularly by implementing assure responsive information privacy, reliability,
robust monitoring systems, conducting regular and accessibility. Banks should host additional
audits, and educating customers about potential gatherings aimed at awareness-raising campaigns to
cyber threats. inform clients, and institutions ought to give out
While this research provides valuable insights ~ free T-shirts to individuals who attend the
into the current state of cyber security within gatherings because motivated people are more
the banking sector, it is subject to certain n_lchned to engage in awareness campaigns. Banking
limitations. The study’s small sample size of flrms_should hire more skllle_d and knowledgeable I_T
25 respondents may not fully capture the diverse security staff to protect their data from a}ttacks via
experiences and perspectives across the banking the Internet. Additionally, employee email learning

industry in Zimbabwe, and the focus on a single ©Ught to be given on an ongoing schedule to
bank limits the generalizability of the findings. guarantee that staff are always alerted of the risks.

Future research could explore broader geographical 1Teo Etiz;]tqgls mc.’g:ﬁg.o;osssishoa?g c}:ﬁgntﬁtethzﬁ
contexts or include a larger sample size to draw ing:iaasiln v’va 1s to1 milti ate riskl; such as penetration
more comprehensive conclusions. Additionally, g way & p

longitudinal studies assessing the effectiveness of tesftmg, th% use of encr;ptled pas;wor_ds, %Il.ld
the recommended cyber security measures over time software ~that prevents malware -despite this,
would be beneficial. Investigating the evolvin corporate rules must be created to describe
: gating - U N8 the protocols that would be taken in the incidence of
landscape of cyber threats and developing adaptive L
S . . . . a cyber incident.
mitigation strategies will be essential for enhancing

th il £ banks i . ket st The researchers suggest that NB implement
cyl?)erre?ilsll((esce Ol banks In emerging markets agains several authentication methods and a strong firewall

to protect the security of customer information
and funds.
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