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Abstract

Websites, as the primary unit of information on the Internet,
consume a significant amount of computing resources for their
operation. Web hosting companies play a key role in ensuring
the digital presence of businesses by managing millions of
websites and optimizing their performance, reliability, and
security. This work analyzes existing hosting architectures, such
as traditional shared hosting, virtual private servers (VPS), and
cloud solutions with clustering. It identifies the shortcomings of
current solutions in terms of resource efficiency as well as
security and quality of service (QoS). The study examines
the key criteria influencing the strategic decisions of hosting
providers, including cost-effectiveness, security level, resource
consumption, and service quality. A hybrid solution is proposed
that combines the benefits of cloud hosting and distributed
architecture, thereby reducing costs and enhancing service
quality.
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1. INTRODUCTION

informational Internet resources requires substantial
computational resources to maintain operational

Modern Internet is a collection of various services,
with websites remaining the primary service and
source of information since its inception to
the present day. According to NJ (2025) and Haan
(2024), as of December 2023, the total number of
websites worldwide is approximately 1.1 billion.
A significant portion of this number, specifically
82%, is inactive or not maintained (NJ, 2025; Haan,
2024). By inactive we mean those that contain
a placeholder page or advertising materials for
the sale of the domain name on which the page is
hosted. The remaining 18% of resources are almost
202 million websites that are maintained and
actively visited by Internet users. This number of
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functionality. Considering the fact that this number
is growing rapidly, the problem of optimization is
extremely relevant. Every hour, 10,500 new web
resources are created, resulting in a daily growth of
252,000 (NJ, 2025). This is the scale of an average
hosting company with all its clients.

According to data from the Global Digital
Report (Kemp, 2023) and Statista (Petrosyan, 2025),
as of January 2023, there were 5.44 billion Internet
users worldwide, reflecting an increase of 98 million
compared to 2022. These users represent potential
website visitors, and each visit contributes to
the computational load on data center resources.
A key trend in recent years has been mobility. Users
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are spending more time online, which means they
visit websites more frequently, further increasing
the strain on computing resources.

Shared hosting is one of the most popular
website hosting models, especially for small
projects, blogs, and startups. This is due to its
affordability, ease of setup, and the lack of need for
specialized technical skills for administration.
The market share of this type of website hosting has
been growing year after year and, by the end of
2024, accounted for nearly 38% (Tomkevi¢iate, 2024).
Given that shared hosting is the most cost-effective
option and holds the largest market share, it is safe
to say that the majority of websites worldwide rely
on this hosting model.

Analysis of web traffic indicates that only 31%
of websites have more than 50,000 unique visitors
per month (Fitzgerald, 2023), signifying that 69% of
active websites, or 139 million, are lightly loaded
(low-traffic).

Shared hosting has been and remains
the optimal choice for small and medium-sized
businesses, as well as low-budget projects that
cannot afford more expensive solutions available on
the market, such as virtual servers, dedicated
servers, or cloud solutions.

Shared hosting is considered an outdated
solution by modern standards and, as a result, has
several drawbacks, with resource optimization being
the most significant. The uneven distribution of
traffic depending on the time of day and day of
the week leads to fluctuations in data center
computational loads. Hosting companies face
a dilemma: if they allocate resources sufficient for
average traffic loads, their servers may experience
excessive strain during peak hours, potentially
leading to partial website downtime. This negatively
impacts uptime and lowers the overall quality
of service (QoS) (Lorido-Botran et al., 2014).
On the other hand, if hosting providers allocate
enough resources to handle peak loads, servers
remain underutilized for most of the time,
consuming electricity while performing little to no
useful computational work. This inefficiency
contributes to unnecessary energy consumption and
operational costs.

The modern web hosting market is evolving
under intense competition, where companies must
balance pricing, service quality, and security. Web
hosting providers implement various resource
management and service optimization strategies to
remain competitive. One of the primary strategies in
this competitive environment is maximizing website
density on a single server to minimize idle time,
often at the expense of service quality and security.
Additionally, the shift from leasing physical data
center space to renting cloud resources can help
reduce maintenance and infrastructure upgrade

costs. However, this transition does not solve
the issue of uneven load distribution,
as the underlying architecture remains largely

the same. Hosting companies require new, more
comprehensive strategies to reduce costs, enhance
service quality, and mitigate cybersecurity risks.

The core research questions of this study are:

RQI: How do different web hosting architectural
solutions impact economic efficiency, security levels,
and service quality?

RQZ2: What strategic development directions can
be recommended for hosting service providers?
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The remaining part of the article is structured
as follows. Section 2 provides a literature review on
web hosting, resource management strategies,
and cybersecurity. Section 3 describes the criteria
for analysis and comparison of architectural
solutions. Section 4 presents the research findings,
including an analysis of different architectural
solutions. Section 5 proposes the architectures
comparison, while Section 6 concludes the study
with strategic recommendations for web hosting
companies.

2. LITERATURE REVIEW

The literature review in this study focuses on
analyzing existing research in the fields of web
hosting, resource management, and cybersecurity.
Particular attention is given to strategic approaches
for optimizing server resource utilization, ensuring
fault tolerance, and reducing vulnerabilities in cloud
computing. The review examines key studies on
dynamic load balancing, hosting system security,
and service quality monitoring methods.

2.1. Resource management in web hosting

Urgaonkar et al. (2002) examined the issue of
resource  redistribution in  shared hosting
environments and proposed a dynamic load-
balancing mechanism. Their study demonstrated
that adaptive server management algorithms can
reduce website downtime and improve server
utilization efficiency. In contrast, Gul et al. (2019)
focused on energy efficiency in servers, analyzing
the relationship between central processing unit
(CPU) time consumption and random access memory
(RAM) usage in cloud systems. Their research
confirms that intelligent load distribution not only
reduces server maintenance costs but also
enhances QoS.

2.2. Cybersecurity in cloud environments

Gruschka and Jensen (2010) analyzed the attack
surface of cloud services and identified key
vulnerabilities, including cross-site scripting (XSS),
structured query language (SQL) injection, and
authentication-level attacks. Their study emphasized
the importance of multi-factor authentication and
dynamic threat monitoring in cloud systems to
mitigate these risks. Similar conclusions were drawn
by Theisen et al. (2018), who proposed
a classification of attacks on cloud infrastructures
and methods for their prevention. They found that
network segmentation and user privilege limitations
significantly reduce the likelihood of cloud server
breaches. Additionally, Alghuraibawi et al. (2021)
investigated cloud service protection against
distributed  denial-of-service = (DDoS)  attacks,
highlighting that distributed anomaly detection
systems help reduce the risk of server overload.
Their work demonstrated that a combination of
behavioral analysis and machine learning enables
rapid detection and mitigation of DDoS attacks.
The traffic filtering models and adaptive scaling
mechanisms proposed in their study allow for
dynamic load redistribution, preventing service
disruptions and enhancing system resilience.
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2.3. Monitoring methods and fault tolerance

management

Singleton (2002) studied the impact of uptime on
website performance and proposed a real-time
server availability monitoring method. His research
demonstrated that even a slight increase in
downtime leads to reduced user satisfaction and
customer attrition. Campbell et al. (2015) explored
information technology (IT) infrastructure reliability
management strategies and proposed predictive
server maintenance methods. Their study confirmed
that automated fault detection systems significantly
reduce the likelihood of hardware failures, ensuring

higher service reliability. Luo et al. (2015)
investigated update planning in open-source
environments and its effect on  hosting
infrastructure reliability. They developed

mathematical models to predict the impact of
updates on service uptime, which is crucial for
maintaining the stability of web hosting platforms.

The analysis of existing research indicates that
the primary challenges in web hosting are related to
efficient resource management, enhanced security,
and ensuring high uptime. Despite significant
advancements in dynamic load balancing and cloud
security methods, there remains a need for further
development of hybrid solutions. Such solutions
should maintain the affordability and accessibility of
shared hosting while integrating the fault tolerance,
security, and resource efficiency found in enterprise-
level hosting solutions.

3. CRITERIA FOR ANALYSIS AND COMPARISON
OF ARCHITECTURAL SOLUTIONS

As already noted, during the research, architectural
solutions are compared based on criteria such as
service quality, efficiency in resource utilization,
security, and cost.

3.1. Quality of service (QoS)

The primary criterion for the quality of an online
service is its availability or the time of uninterrupted
operation (uptime). Essentially, this is the difference
between the total time the service is operational and
the time it is unavailable (Parr & Larter 1999;
Singleton, 2002; Welch, 2018). It is common to
express this parameter as a percentage:

At
time = — (1)
uptime Tt
where,
e At — the time when the website was

accessible; in the study, we consider availability
within the local data center network, thereby
ignoring external factors such as failures in
intermediate network equipment;

e Tt — the total time of service provision.

The goal is to achieve this metric not lower
than in existing architectures.

3.2. Efficiency  of
utilization

computational  resource

The criterion for the efficiency of computational
resource utilization is the average usage of
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processor time and RAM during a monitoring period
(Gul et al., 2019, 2020). In real systems, it is
recommended to use a period equal to a calendar
week to account for varying numbers of visitors and
their activity at different times of the day and on
different days of the week. For a test environment,
a shorter time period can be used, provided a load
profile is created to emulate peaks during working
hours and declines during nighttime and weekends.

1 t
CPU(t)=1- ?fo CPU (2)

t
RAM() = 1 — % f RAM 3)
0

where,
e CPU — the percentage of CPU idle time at
a specific moment in time;
e CPUt) — the percentage of CPU time
utilization during a test interval;
e RAM — the percentage of free memory at
a specific moment in time;
e RAM(t) — the percentage
utilization during a test interval.
Based on the server’s load at a specific moment
in time, we can draw conclusions about
the availability of websites on this server and thus
determine their uptime. The criterion for website
unavailability is the exceeding of the server load
beyond an acceptable threshold:
CPU < CPUmin
RAM < RAMmin
In this way:

of memory

t t
downtime = Z(CPU < CPUmin) + Z(RAM @
0 0

< RAMmin)

t — downtime
uptime = — (5)

Since we are dealing with a multi-server
architecture, the final result should consider
the sum of metrics from all servers. To assess
the overall efficiency of the solution, it is necessary
to provide a relative indicator of server resource
utilization that takes into account not only the load
on each server but also their quantity. The number
of utilized servers represents the most indicative
economic criterion. The economic indicator of
the used equipment can be expressed through
the total number of processor cores and gigabytes of
RAM across all servers in the cluster required to
serve a single website. To obtain a single numerical
indicator for the utilized equipment, we introduce
weighting coefficients as follows:

e wl — the weighting coefficient for the total
number of processors;

e w2 — the weighting coefficient for the total
amount of memory.

wl+w2=1 (6)

_ wlXiCn+ w25 Rn
w

EQ (7)
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where,

e n — the total number of servers that serve
the websites;

e Cn — the number of cores on server

e Rn — the amount of RAM in gigabytes on
server m;

e w — the total number of all websites on all
Servers;

e EQ — the ratio of required server hardware
per website.

In the majority of servers used for web services
and websites, the amount of memory (in gigabytes)
is typically four times greater than the number of
processor cores (DigitalOcean, 2024; “Google
compute engine”, n.d.). Therefore, we assume that
wl =0.8 and w2 =0.2.

In systems employing an architecture with
a dynamic number of servers, it is imperative to take
into account the fact that the quantity of engaged
hardware may fluctuate at different temporal
instances.

t
EQ) = [ 50 (®)

3.3. The cost of owning

The cost of initial setup and maintenance for each
solution for the end-user is considered as a relative
quantity. If the client configures the infrastructure
and server software independently, the cost of initial
setup is taken as 1; otherwise, it is considered as 0.
Similarly, the cost of maintenance is accounted for.
In the case of self-maintenance, the cost is 1;
otherwise, it is 0.

Ps ={0,1}
Pm ={0,1} ©
where,

e Ps — setup price;

¢ Pm — maintenance price.
The final ownership cost (P):

P=Ps+Pm (10)

3.4. Security

We subjectively assess the security of solutions
based on their attack surface and potential
vulnerabilities (Gruschka & Jensen, 2010; Manadhata
& Wing, 2004; Theisen et al., 2018; Gnatyuk et al.,
2020). The attack surface of websites and servers
refers to the potential points of entry that malicious
actors can exploit to compromise the security of
a system. It includes all the avenues, interfaces, and
interactions through which an attacker might
attempt to gain unauthorized access, disrupt
services, or extract sensitive information. Here are
some aspects to consider regarding the attack
surface that we should consider when analyzing it
and comparing existing architectures against
the proposed solution:

e Server-side vulnerabilities: unpatched
software, outdated operating systems, and
misconfigurations can provide entry points for
attackers;

e Network infrastructure: open ports,
insufficient firewalls, or poor network segmentation,
can be exploited,;

e User authentication and authorization: flaws
in authentication mechanisms, session management,
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or insufficient authorization controls can be
exploited,;

e DDoS attacks: DDoS attacks can overwhelm
servers and disrupt services, making them

unavailable to legitimate users.
4. ANALYSIS OF POPULAR ARCHITECTURES

4.1. Classic shared hosting

The classic shared hosting is an architecture in
which numerous websites are hosted on a single
virtual server, sharing its resources evenly
(Urgaonkar et al., 2002; Mirheidari et al.,, 2012).
In this architecture solution, incoming requests to
the websites are placed in a First In, First Out (FIFO)
queue (Castillo at al., 2012; Xiao et al., 2008), which
can be expressed as a tuple Q:

Q = (S, Spmax  €nq, deq, first, isEmpty) (11)
where,

e § — is the set representing the elements in
the queue;

® Soax maximum allowable number
elements in the queue;

e eng: SxE— S is the enqueue function that
adds an element to the queue; it takes the current
state of the queue S and an element E to produce
a new state of the queue;

e deq:S— S is the dequeue function that
removes the front element from the queue, it takes
the current state of the queue S and produces a new
state of the queue;

o first: S— E is the function that returns
the front element of the queue without removing it;
it takes the current state of the queue S and returns
an element E;

o isEmpty: S — {True,False} is a predicate that
checks whether the queue is empty; it takes the
current state of the queue S and returns either True
or False.

of

Figure 1. Classic shared hosting architecture

Internet

PORT 80, 443 PORT 80, 443

PORT 80, 443

v
E-

VIRTUAL
WEB SERVER #3

VIRTUAL
WEB SERVER #1

VIRTUAL
WEB SERVER #2

E E

aaa.com eee.com

bbb.com

Source: Authors’ elaboration.

ccc.com

ddd.com fif.com

<f> <f>

When it is necessary to host a considerable
number of websites, multiple servers are deployed,
and the websites are distributed among the servers
with a specific limit. Thus, each server represents
an independent queue.

Q(Tl) = {Qll QZ ) (12)

) Qn}
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An evident drawback of such an architecture is
that, during increased loads on websites hosted on
a single server, there is no possibility to borrow
computational resources from neighboring, less
burdened servers (Urgaonkar et al., 2002; Mirheidari
et al., 2012). The isolation of queues from each
other, coupled with the interdependence of websites
on the same server, introduces another
disadvantage. In the event of excessive load on one
or several websites on a single server, the QoS for all
websites on that server will be compromised. When
the server exceeds its permissible load and becomes
non-functional, all websites on that server cease
operation for the duration necessary to restore
server functionality. Similarly, websites lose
functionality during scheduled server maintenance
activities, such as software updates and the need for
rebooting (Luo et al., 2015). All the aforementioned
factors prevent achieving a website uptime equal to
1, even in theory.

In real-world scenarios, hosting companies are
often forced to provide inflated hardware
requirements to prevent service disruptions caused
by sudden load increases on individual websites.
As a result, servers tend to remain moderately
loaded for a significant portion of the time.

To ensure performance stability and
accommodate unexpected traffic spikes, it is a
common industry practice to maintain a safety
margin of at least 20% of server resources.
Consequently, a portion of CPU and memory
capacity remains intentionally underutilized.

The following CPU and RAM utilization
patterns illustrate typical behavior observed in
production environments of modern shared hosting
platforms. The data has been generalized based on
common usage scenarios and real-world operational
experience.

Figure 2. CPU idle time during a week (5 min average)
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Note: The aggregated data were collected from multiple hosting servers across various hosting providers. The authors assume full

responsibility for the accuracy and reliability of the presented data.

It is evident that, on average, approximately
68% of CPU time remains unused.

Figure 3. RAM availability during a week (in %)
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Note: The aggregated data were collected from multiple hosting servers across various hosting providers.

responsibility for the accuracy and reliability of the presented data.

It is apparent that, typically, around 16% of
the available RAM is not in use.
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Figure 4. Requests queue size: Number of Apache processes
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Note: The aggregated data were collected from multiple hosting servers across various hosting providers. The authors assume full
responsibility for the accuracy and reliability of the presented data.

The number of requests in the server queue is
not significant, indicating lightly loaded websites.
Despite having surplus resources on each server,
there is still a risk of increased load on a particular
website leading to server overload and,
consequently, downtime for all websites on that
server.

From a security standpoint, this architecture is
highly vulnerable to various types of attacks due to
servers being exposed to the public Internet and
directly handling requests, significantly expanding
the attack surface (Gruschka & Jensen, 2010;
Manadhata & Wing, 2004; Theisen et al., 2018;
Gnatyuk et al., 2020).

From the perspective of rental and
maintenance costs for end-users, such
an architecture is the most cost-effective. It does not
require expenditures for initial setup and ongoing
maintenance. All costs related to the initial
configuration of infrastructure and server software
are absorbed by the hosting company. The hosting
company is also responsible for server maintenance,
repairs, and server software updates.

4.2. Virtual private server

A VPS is a solution wherein the client rents
a dedicated virtual server exclusively for their
website  (Almurayh, 2010; Westfall, 2021).
The advantages of this architecture lie in the fact
that all the computational resources of the server
are allocated solely for one website, and its
operation is independent of other Internet resources
hosted by the provider.

In the virtual private server architecture
(Figure 5), the evident drawbacks include the cost of
initial setup and support, as the client bears the full
expenses for these services (Westfall, 2021).
Payment for the services of a specialist for
configuring  and systematically = maintaining
a dedicated server makes such a solution
unjustifiably expensive for a lightly loaded website.

The security level can be considered
conditionally lower than that of classic shared
hosting, as this solution shares similar challenges
with a larger attack surface. Additionally, it is
noteworthy that the maintenance of a dedicated
server on demand may be somewhat less efficient
and less prompt compared to the services provided
by in-house system administrators in a hosting
company, who typically manage and monitor
equipment operation 24/7.

VIRTUS

Figure 5. Virtual private server architecture
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4.3. SaaS cloud shared hosting

As an alternative architecture, it is proposed to
combine two technologies, where a website shares
a server with others, as implemented in classic
shared hosting, but the servers are organized into
a cluster. This approach allows the client to benefit
from the simplicity and cost-effectiveness of classic
shared hosting setup and maintenance, along with
additional advantages related to website resilience
and security due to the clustering.

Let’s examine this architecture from
the perspective of the efficiency criteria established
within the framework of this study.

From the client’s perspective, the efficiency of
the website is enhanced as it is independent of
the load on other websites in the cluster. In case of
resource shortages, automatic horizontal scaling is
implemented by adding additional servers to
the cluster. Each website receives the necessary
amount of resources, minimizing the probability of
overloading a single server and leading to increased
uptime for all websites in the cluster. During
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planned maintenance, rebooting one server in
the cluster does not disrupt the operation of any
website. These factors theoretically allow achieving
uptime = 1 (Chizhov et al., 2024).

From the hosting company’s standpoint, this
architecture brings significant economic benefits.
Dynamic resource allocation enables the efficient
utilization of CPU time and RAM for extended
periods, reducing the required amount of hardware
to serve the same number of web resources. Each
website, in perspective, will consume a smaller
amount of CPU time and RAM, leading to an overall
increase in QoS.

Figure 6. SaaS cloud shared hosting architecture
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Due to the company using fewer computational
resources to serve the same number of websites,
the cost of services for end-users may be lower,
concurrently with an increase in the company’s
profit (Chizhov et al.,, 2024). In this architecture,
the hosting company assumes the responsibility for
server maintenance and infrastructure setup,
relieving the client from incurring any expenses for
initial configuration and ongoing maintenance.

5. ARCHITECTURES COMPARISON

5.1. Classic shared hosting

Advantages:

e cost savings for end-users as the hosting
company handles initial setup and maintenance.

Disadvantages:

e low-security level due to a shared attack
surface;

e risk of server overload during high load on
one or multiple websites;

e not optimal utilization
resources.

of computing

5.2. Virtual private server

Advantages:

e isolated
the website.

Disadvantages:

e high costs for clients for initial setup and

computational  resources  for

maintenance;

e security risk due to wide attack surface and
potential service delays;

enot optimal utilization of computing
resources.

5.3. Clustered approach

Advantages:

o efficient resource utilization with automatic
horizontal scaling;

e high-security level due to isolation;

e potential to achieve theoretical uptime = 1;

e economic efficiency for the hosting company.

Disadvantages:

e more complex setup.

Table 1. Architectures comparison

Assessment criterion Classic shared hosting Virtual private server Saas cloud hosting
Rent costs Low High Low
Setup costs n/a High n/a
Maintenance costs n/a High n/a
Performance Low High High
Reliability Low Middle High
Security level Low Low High
Resources utilization Middle Low High

6. CONCLUSION

The study examined various web hosting
architectural solutions, including traditional shared
hosting, VPS, and cloud-based solutions with
dynamic scaling. The evaluation considered
the qualitative characteristics of each model from
both the consumer’s and the service provider’s
perspectives. The analysis revealed that clustered
cloud architectures provide the highest efficiency in
resource management, fault tolerance, and security
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compared to traditional approaches. The research
also confirmed that the implementation of
automated load management systems significantly
reduces server maintenance costs while improving

QoS metrics.
Each vyear, Internet security requirements
continue to increase, and the existing hosting

solutions on the market no longer fully align with
modern demands. Architectural limitations prevent
the resolution of identified challenges through
internal upgrades alone, necessitating a fundamental
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overhaul of hosting architectures. A hybrid solution
has been proposed, integrating the strengths of
various hosting strategies to effectively address key
issues, specifically:

e enhancing resource efficiency while reducing
the overall cost for both consumers and providers,
thereby increasing market competitiveness and
maximizing vendor profitability;

e improving service quality by maximizing
uptime and reliability of the hosting infrastructure;

e strengthening  security by minimizing
the attack surface and introducing advanced
protection mechanisms.

This study is based on theoretical model
analysis and comparisons with existing practical
solutions. However, there are some limitations to
this research:

e lack of empirical data from real-world testing
of the proposed hybrid architecture;

e limited focus on DDoS protection, as
mechanisms for detection, filtering, and prevention
of such attacks were not examined in detail;

e no in-depth analysis of load balancer fault
tolerance, despite its crucial role in ensuring
the stability of web hosting environments.

Future research should address these
limitations by conducting real-world testing,
exploring DDoS mitigation techniques, and
evaluating the resilience of load-balancing systems
to enhance the robustness of hybrid hosting
architectures. To advance the proposed model,
experimental testing in real-world web hosting
environments is necessary. Specifically,
the following areas require further development and
validation:

¢ development of an efficient and fault-tolerant
load balancing system; since the load balancer
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