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This study aims to measure the content of e-commerce regulations 
in overcoming the problem of digital trade transaction crimes. This 
research contributes to identifying the potential for cross-border 
digital trade crimes from a legal aspect. This study uses 
a qualitative analysis method. The content analysis approach is 
used to trace the substance of regulations governing e-commerce 
so that it can explicitly recommend regulations that are relevant to 
potential problems for the future (Han et al., 2022). The previous 
study approach was also used to support exploring the research 
discussion (Jansen et al., 2021). The study results indicate that 
the current regulations have not fully overcome the problems 
arising from e-commerce, such as data protection crimes and 
fraudulent goods not of the original. This study concludes that 
existing regulations must be discussed and evaluated by including 
clauses on the potential for cross-border digital trade crimes. 
Future regulations must touch on the artificial intelligence (AI) 
space, as it has been widely adopted by online platforms such as  
e-commerce. Although this study has revealed the limitations of  
e-commerce regulations, further research is important to discuss 
the supporting infrastructure for e-commerce activities, further 
facilitated by the state and equipped with an established legal 
foundation. 
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1. INTRODUCTION 
 
The development of digital technology can change 
every aspect of daily life, starting from aspects of 
communication, trade, education, and governance. 

During the advancement of digital technology, 
negative phenomena such as digital crime have 
emerged (Al Zaidy, 2024). Digital crime is 
a cybercrime involving various legal activities that 
use digital technology, such as hacking, identity 
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theft, and online fraud, as well as distributing 
hazardous software links (Peersman et al., 2022). 
The expansion of internet access in Indonesia has 
had significant positive and negative impacts. 
Businesses, government institutions, and individuals 
depend on digital platforms. The threat of digital 
crime from domestic and international online 
criminals is increasing. Digital crime is a serious 
challenge faced by society and the government. 
A sharp increase in cyber threats along with 
the digital transformation occurring in Indonesia 
(Wulandari et al., 2025). Indonesia will reach more 
than 210 million users in 2024 in terms of internet 
penetration (Muzakki & Suraji, 2024). The rapid 
growth of digital usage opens up new opportunities 
for cybercriminals. Digital crime activities with 
the criteria of online fraud, phishing attacks, 
ransomware, data breaches, and financial fraud 
target banks, government institutions, and  
e-commerce platforms (Metibemu, 2025). 

Several studies on digital crime show that 
Indonesia is a preferred target for cyberattacks in 
Southeast Asia (Wibiwo et al., 2025). In 2023, 
Indonesia experienced a cyberattack, highlighting 
the urgent need for more comprehensive cyber risk 
mitigation (Ramadhani et al., 2025). The most 
common threats are malware distribution, defence 
attacks on government websites, and online financial 
fraud (Acharya & Joshi, 2020). The Indonesian 
Senate responded to digital crime by implementing 
the Electronic Information and Transactions Law (UU 
ITE). In substance, the law criminalizes various 
forms of cyber violations. 

Regarding technology, using artificial 
intelligence (AI), threat intelligence platforms, and 
blockchain as source security monitors and digital 
forensics can help in digital crime. However, 
Indonesia is still not significantly utilising this 
sophistication. The 2024 Government AI Readiness 
Index report indicates that Indonesia’s Technology 
Sector score is 48.06, suggesting that AI adoption is 
not yet significant (Nettel et al., 2024), and in 
addition to the limitations of inadequate cybersecurity 
infrastructure (Kipngetich, 2025). Digital literacy for 
modern society is still relatively limited, and public 
awareness is also still low regarding cybersecurity 
(Isabella et al., 2024). The government’s initiative to 
educate internet users has increased, but has not yet 
reached the village level. Indonesia has made efforts 
to eradicate digital crime by designing a strict legal 
framework and developing institutions, but there are 
still gaps in adopting technology, law enforcement 
capacity, and public awareness of digital crime 
(Hidayat et al., 2025). So, to bridge the gap, 
a multidimensional approach needs to involve 
government policies, collaboration with the private 
sector, significant technology investments, and 
public education. This study aims to explore 
the current trends in digital crime in Indonesia, 
analyze the factors contributing to the increase in 
digital crime, and evaluate the effectiveness of 
existing legal and technological responses. By 
examining current case studies, national cybercrime 
statistics, and government policies, this study seeks 
to identify challenges and potential solutions to 
overcoming the threat of digital crime. 
Understanding the dynamics of digital crime is 

essential to developing a comprehensive national 

strategy that ensures digital security and encourages 
technological growth and public trust in a friendly 
digital ecosystem. 

This research is structured as follows. Section 1 
provides an introduction to the issue of digital crime 
and the challenges currently facing the government. 
Section 2 provides a literature review to strengthen 
the discussion of digital crime issues and 
the regulations adopted by developing countries to 
address environmental crimes. Section 3 involves 
research methods, which determine the analytical 
approach and data usage. Section 4 presents 
the results, presenting the data and explaining 
the research findings. Section 5 discusses the 
development of digital crime and the preventive 
measures the government must take to reduce 
the number of online fraud reports. Section 6 
concludes the overall research and provides 
recommendations for further research. 
 

2. LITERATURE REVIEW 
 
Digital crime has become a global issue, entering 
developing countries such as Indonesia, which are 
facing unique problems due to rapid technological 
growth. However, cybersecurity readiness is not yet 
evenly distributed. Several studies analyze patterns, 
causes, and solutions to cybercrime problems. 
 

2.1. Trends in digital crime in Indonesia 
 
Digital crime in Indonesia has increased 
significantly, which is in line with the rapid growth 
in the use of the internet and digital services. Data 
from the National Cyber and Crypto Agency shows 
that over 1.6 billion cyberattacks have occurred in 
the malware, phishing, ransomware, and government 
website defacement sectors (Hutapea & Talita, 2021). 
The figure of 1.6 billion reflects the increase in 
the volume and complexity of threats caused by 
individual actors and organized groups. Several 
sectors, such as banking, e-commerce, and public 
services, are the primary targets of cyberattacks 
(Tn & Shailendra Kulkarni, 2023). Digital crimes that 
often occur in Indonesia include financial and  
e-commerce fraud. Phishing cases have increased, 
leading to mobile banking and digital wallets 
through fake sites and text messages (Astika et al., 
2024). Other sectors, such as online shopping 
platforms, are often the target of fraud; individuals 
offer fictitious products or do not send products 
after successful payment (Rinaldy et al., 2025). 
Digital crime is influenced by low digital literacy in 
the new digital service user community. Several 
digital services, such as social media, Facebook, 
Instagram, and WhatsApp, are channels individuals 
use to spread digital crime (Daguatha, 2022). 
The spread of hoaxes, defamation, online bullying, 
and identity theft increasingly occurs through online 
platforms (Syafruddin et al., 2024). Young people 
who are still minimally aware of cybersecurity risks 
are the targets of social media crimes (Collier & 
Morton, 2024). Further attention is paid to digital 
crimes such as ransomware cases and data leaks. 
Several government agencies and universities have 
experienced cyberattacks resulting in operational 
disruptions and data loss (Wibowo et al., 2025). 
The loss of institutional and personal data is due to 
weak data protection and digital security 
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infrastructure. The involvement of cross-border 
cybercrime networks is also a trend in digital crime 
modes. Several digital crimes that occur in Indonesia 
are collaborations with international syndicates, due 
to the opportunities for weak law enforcement and 
the high number of internet users (Aziz & Daryanto, 
2025). Dark web activities, the use of cryptocurrency 
for money laundering, and digital black markets are 
part of an increasingly complex digital crime 
ecosystem (Gjorgjev et al., 2025). 
 

2.2. Legal and policy responses 
 
The Indonesian government has responded to 
the surge in digital crime with various legal 
instruments and national policies. Law Number 11 
of 2008 concerning information and electronic 
transactions is the legal basis for dealing with digital 
crime. Furthermore, the regulation was revised to 
become Law Number 19 of 2016. In substance, 
the Indonesian legal framework covers various 
violations, such as the distribution of illegal content, 
defamation, and illegal access to electronic systems. 
Criticism of Indonesia’s Law on Electronic 
Information and Transactions (ITE Law) states that 
several clauses are subject to multiple 
interpretations, are prone to misuse, and are not yet 
strong enough to answer the complexity of modern 
cybercrime as a whole (Rusman & Kamaludin, 2024). 
There are still weaknesses in implementing the ITE 
Law, such as law enforcement and the uncertainty of 
law enforcement officers in dealing with digital 
cases at the technical level (Syahril & Aris, 2024). 
The technical capacity and digital forensic 
infrastructure are inadequate when resolving digital 
crimes (Syalendro et al., 2025). Indonesia’s strategy 
for overcoming cyber threats is to establish 
the National Cyber and Crypto Agency as 
a government organization that acts as a national 
cybersecurity coordination centre. Special tasks are 
given to BSSN, such as detecting and responding to 
cyber incidents and fostering cross-sector 
cooperation to increase national digital resilience 
(Dwiaji et al., 2024). The agenda for formulating 
a national cybersecurity strategy is one of 
the important agendas in strengthening Indonesia’s 
digital defence system (Wibowo et al., 2024). In 
terms of human resources, funding, low 
participation of the private sector, and the community 
are still significant obstacles for the BSSN Institution 
in handling digital crime cases (Roz et al., 2025). 
Indonesia’s aggressive policies have not been fully 
implemented due to institutional readiness, user 
awareness, and integration into the national digital 
system. 
 

2.3. Technological and educational solutions 
 
Along with the high threat of digital crime, 
the Indonesian government faces challenges when 
developing and implementing effective technological 
solutions that prevent, detect, and deal with 
cyberattacks. Some innovations, such as using AI 
and Big Data analysis systems to detect cyber 
threats early (Katiyar et al., 2024). AI-based 
technology can be used to detect suspicious 
behaviour patterns during digital transactions (Wali 
& Sivathapandi, 2025). However, the sophistication 
of AI technology still finds obstacles to integration 

with existing infrastructure and limitations in 
established human resources in managing AI 
systems (Sandeep et al., 2025). Utilizing blockchain 
is one of the efforts to secure digital transactions 
and track various online activities used in several 
sectors in Indonesia (Arif et al., 2024; Hermanto 
et al., 2025). Blockchain technology offers reliability 
in providing transparent records of every 
transaction that is difficult to change, thus 
increasing security in e-commerce and financial 
transactions (George et al., 2024). 

Education and digital literacy society’s 
preventive seduce society’s vulnerability to digital 
crime. Efforts to increase digital literacy among 
the community and students can reduce the success 
rate of online fraud, phishing, and misuse of 
personal data (Arsyad et al., 2024). Training 
programs focusing on cybersecurity, such as 
recognizing phishing emails or maintaining 
the confidentiality of personal data, need to be 
started in the elementary and secondary curriculum 
(Jagadeesan et al., 2023; Marshall et al., 2024). 
The equalization of the implementation of training 
programs needs to be evenly distributed to all 
regions. Increasing cybersecurity awareness is 
important for companies and government 
institutions (Odebade & Benkhelifa, 2023). Training 
for employees and government officials on 
cybersecurity has a positive impact on reducing data 
leaks and malware attacks (Adebayo et al., 2025). 
Some companies have implemented strict security 
policies, but small and medium-sized businesses do 
not yet have the resources to implement established 
security solutions (Dua et al., 2024; Stanchev et al., 
2024). The role of the government is vital in 
facilitating education and training related to digital 
security (Margarov et al., 2021). Strategic efforts 
such as the National Digital Literacy Movement 
initiated by the Ministry of Information were carried 
out to increase public awareness of the importance 
of maintaining cybersecurity (Ariansyah et al., 2024). 
 

3. METHOD 
 
This study uses qualitative analysis methods as 
an interpretive approach to understanding social 
phenomena and human behaviour in the context of 
digital crime practices (Tomczyk, 2021). By focusing 
on the meanings behind actions and interactions, 
this method allows for a deeper exploration of how 
digital crime occurs and how individuals and 
institutions respond to it (Rakhmanova & Pinkevich, 
2020). The primary data sources in this study 
include content from official government websites 
that are widely used by the public to report digital 
crimes online. Structured metadata from open 
government data portals can contribute to 
supporting large-scale research (Amri et al., 2022). 
These sources provide insight into crime trends, 
public engagement, and institutional responses. 
In addition, this study combines findings from 
previous scientific research relevant to the issue of 
digital crime. These studies offer scientifically 
grounded recommendations and solutions that help 
frame discussions and support formulating effective 
strategies to address digital crime. This research 
also provides a relevant alternative approach to 
addressing digital crime, such as document analysis. 
Data sources from official documents owned by 
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institutions handling digital crime can also be 
mapped, along with recommendations for 
addressing digital crime. 

This study explores various aspects of digital 
crime, starting with an analysis of digital crime 
trends across various aspects, including types of 
crime, technological advancements, and motivations 
behind the activity. The study will then focus on 
mapping areas with the distribution of harmful 
content that often leads to digital crime, such as 
illegal materials, misinformation, and harmful online 
behaviour. The study will identify the regions and 

platforms most vulnerable to this problem. It will 
examine the number of victims, the types of crimes 
they face, and the impact on individuals and 
organizations. Finally, the study will offer solutions 
to prevent digital crime attacks, including 
technological measures such as cybersecurity tools 
and encryption, policy recommendations, and best 
practices for individuals and businesses to reduce 
the risk of digital crime. Figure 1 presents 
the research framework. 

 
Figure 1. Research framework 

 

 
Source: Authors’ elaboration. 

 
Figure 1 explains the research stages. First, 

the study employed a qualitative analysis approach 
to gain a deeper understanding of the phenomenon 
of digital crime. Second, research data came from 
two categories: the Indonesian government’s 
remission websites1, which provide empirical data on 
digital crime reports and trends. The second source 
came from previous research discussing solutions 
and the development of digital crime prevention 
efforts. This study set the data limits used 
from 2023 to 2025. Furthermore, the collected data 
is presented in three forms: data on reports related 
to digital crime, data on the distribution of harmful 
digital-based content in Indonesia, and information 
on victims of digital crime. 
 

4. RESULT 
 

4.1. Digital crime trends in various aspects 
 
The problem of digital crime has grown rapidly in 
recent years, thus having an impact on aspects of 
society, financial systems, privacy data, corporate 
security, and national infrastructure. 
The development of technology and digital 
platforms has made it increasingly integrated into 
everyday life. Cybercriminals are constantly making 
new and increasingly sophisticated efforts to exploit 
vulnerabilities. Crimes occur in identity theft, 
ransomware attacks, phishing schemes, and large-
scale data breaches. Understanding the shift in 
digital crime is necessary to develop more effective 
prevention strategies and strengthen cybersecurity 
resilience in all sectors. 
 

 
1 paritsiber.id and puskasnas.polri.go.id 

Table 1. Reports on digital crime 
 

No. Types of digital crime Number of reports 

1 Online fraud 14,495 

2 Threat of violence 8,614 

3 Defamation 6,556 

4 Pollution threat 3,675 

5 Pornography 952 

6 Fake news 778 

7 Unauthorized data manipulation 597 

8 Provocation/Incitement 499 

9 Prostitution 237 

10 Online gambling 220 

11 Illegal drugs 42 

12 Human trafficking 36 

13 Trade in protected animals 6 

Source: Patroli Siber (2025). 

 
Table 1 data on reports of various types of 

digital crimes in the Patroli Siber database owned by 
the Republic of Indonesia Police. Online fraud is 
the most dominant digital crime reported by 
the public, with 14,495 reports. Threats of violence 
in the online world have as many as 8,614 reports. 
Defamation has a total of 6,556 reports. The two 
types of digital crimes show that the digital aspect is 
often used in terms of intimidation and damage to 
an individual’s reputation. 

Furthermore, reports of crimes included in 
the low category, such as protected animal trade 
practices, as many as six reports; human trafficking, 
as many as 36 reports; illegal drug crimes, 
42 reports. Unauthorized data manipulation crimes, 
as many as 579 reports, and provocation/incitement, 
499 reports. These two types of crimes significantly 
impact information security and social stability. 
Reports of crimes containing sensitive content, 
such as pornography 952 reports, prostitution 
237 reports, and online gambling 220 reports show 
that moral values and social norms are also part of 
the challenges in the digital era. So that the data 
presented in Table 1 covers financial, social, legal, 
and environmental aspects. Integrated Langkat, 

Official website: 
paritsiber.id and 

puskasnas.polri.go.id 

Qualitative 
analysis 

Data 
source 

Literature review: 
Research that offers digital 
crime prevention solutions 

Data 
limitations: 

2023 until 2025 

Data presentation: 

• Reports on digital crime 

• Distribution of negative digital-based 
content 

• Victims of digital crime 
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which includes education to the community, is very 
important in explaining to the public that digital 
crime is a significant threat. Efforts to improve 
the reporting system to be faster and more 
responsive are challenging for the government. 
Established law enforcement and regulations can 
overcome various forms of digital crime. 
 

4.2. Mapping of areas with the distribution of 
negative content leading to digital crime 
 
Mapping the area of the distribution of harmful 
content that has the potential for digital crime is 

part of a strategy to identify areas vulnerable to 
the spread of potentially harmful information, such 
as hate speech, online fraud, child pornography, and 
digital radicalism. Through location mapping 
analysis, the government and related institutions 
can get a more accurate picture of the distribution 
of dangerous content in cyberspace. Information on 
mapping the distribution of harmful content can 
support formulating policies for law enforcement to 
strengthen digital literacy in vulnerable areas so that 
crime prevention and handling strategies can be 
carried out effectively and on target. 

 
Figure 2. Distribution of negative digital-based content 

 

 
Source: https://patrolisiber.id/statistic/  

 
Figure 2 explains the map of the distribution of 

harmful digital-based content in Indonesia. 
The image above is marked with a gradation of blue, 
and the darker the colour, the more intense 
the number of cases of harmful digital content in 
a region. The map shows several provinces, such as 
Papua, Central Kalimantan, and Sulawesi, showing 
a higher level of negative content distribution with 
a darker blue colour. At the same time, provinces 
such as East Java, Bali, and Sumatra have a lower 
intensity with a lighter blue colour. Several provinces 
with high intensity of negative content distribution 
have the potential for low digital literacy, low 
supervision of online activities, and limited 
infrastructure regarding information technology. 
Provinces with lower intensity have the potential for 
better digital education levels and more intense 
supervision. The purpose of this mapping is 
beneficial in strategic references for the government 
and institutions in determining regional priorities in 
digital literacy programs, educating the public, and 
strengthening regulations and law enforcement to 
suppress the growth of digital crime. 
 

4.3. Digital crime victim report trends 2023–2025 
 
The rapid development of digital technology has 
caused cybersecurity to become an important issue 
that is difficult to control. Reports on digital crime by 
the community are important to discuss to see 
the increase or decrease in digital crime. 
The following is Table 2 on the number of victims of 
digital crime. 

Table 2. Victims of digital crime 
 

No. Year Total crime victims Woman Man 
1 2023 9,561 5,020 3,484 
2 2024 11,938 6,145 4,670 
3 2025 6,226 3,180 2,551 

Source: Pusiknas.polri.go.id, 2025. 

 
Table 2 shows data on the fluctuation in 

the number of victims of digital crime during 
the period 2023–2025. Starting in 2023, 
9,561 people were recorded as victims. Furthermore, 
there was a significant increase in 2024, with 
the number of victims being 11,938 people. In 2025, 
data was found to have decreased drastically to 
6,226 people. Reports based on gender show that 
women are consistently the group most often 
affected by digital crime, with as many as 5,020 
in 2023. 

Furthermore, in 2024, it increased to 6,145, 
decreasing drastically in 2025 to 2,551. The number 
of male victims showed the same pattern in 2023, 
with 3,484 victims. Furthermore, in 2024, it 
increased to 4,670 victims; in 2025, it decreased 
to 2,551. The difference in data between women and 
men shows that the female group is more vulnerable 
to digital crime. In the end, the decrease in 
the number of victims in 2025 drastically shows an 
increase in public awareness of digital security and 
the effectiveness of cyber regulations, as well as 
changes in crime patterns that have not been fully 
detected. The trends in the data above illustrate 
the importance of a more responsive and data-based 
protection strategy. 
 
 

https://patrolisiber.id/statistic/
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4.4. Digital crime attack prevention solutions 
 
The increase in digital crime cases means that 
the need for more effective prevention solutions is 
a more serious government concern. Cyberattacks 
have targeted government institutions, the private 
sector, vital infrastructure, and individuals. Several 

digital crimes, such as phishing, data hacking, and 
the spread of malware, continue to develop, urging 
the government to determine concrete steps in 
adaptive and comprehensive prevention. Table 3, 
from several previous studies, provides solutions for 
preventing digital crime. 

 
Table 3. Digital crime prevention solutions offered 

 
No. Digital security tips Explanation Literature 

1 
Using password 
management tools 

Manage passwords to keep them strong and unique for each 
online account. 

Fernando et al. (2023), 
Padalia et al. (2023) 

2 
Using the 2-factor 
authentication technique 

Perform 2FA steps to add an extra layer of account security. This 
approach involves receiving a code on a phone or by email as 
identity verification. 

Chavez et al. (2024) 

3 
Deepen the information 
and be educated 

Update knowledge of every potential threat and online network 
fraud. Increased understanding can help in recognizing phishing 
techniques so they can be avoided. 

Ali and Mohd Zaharon 
(2024), Ranjani et al. (2024) 

4 
Security software update 
efforts 

Use a trusted antivirus and anti-malware. Update regularly to 
improve the system that is potentially from the latest cyber 
threats. 

Parveen (2024), Rohith and 
Kaur (2021) 

5 
Be careful with personal 
information 

Limit sharing of sensitive information on websites or with 
unknown contacts. Try to be skeptical of requests for personal 
information. 

Ismail et al. (2021), Parker 
and Flowerday (2021), Taub 

et al. (2023) 

6 
Perform data backups 
routinely and regularly 

Back up important files regularly. In case of a cyber attack, backup 
files can help in recovering data without data loss or extortion. 

Mehra (2024), Tidke (2025) 

Source: Authors’ elaboration. 

 
Table 3 provides various solutions from several 

studies related to digital crime. Password 
management tools allow users to store passwords 
securely, strongly, and uniquely for each online 
account. Two-factor authentication (2FA) is 
a powerful additional protection that prevents illegal 
access and involves double verification with a 
mobile phone or email. Increasing digital literacy 
makes well-educated users more aware of phishing 
threats and other online fraud. Routine security 
software updates, such as antivirus and operating 
systems, are used to cover for vulnerability gaps 
from malware attacks. Be careful when sharing 
personal information on sites or platforms that are 
less trusted to prevent data theft or social 
manipulation. Regular data backup efforts are also 
strategic efforts that can reduce the impact of 
ransomware cyber-attacks. Some solutions above are 
recommendations from various scientific literature 
and describe comprehensive approaches individuals 
and industries can take to strengthen digital 
security levels. 
 

5. DISCUSSION 
 
Online fraud practices are the most prominent and 
widespread digital crimes in general. The high level 
of online fraud is associated with the ease of 
committing crimes, such as low barriers to entry for 
perpetrators (Button & Cross, 2017). Online 
fraudulent acts include a variety of fraudulent 
practices such as phishing fraud, fake e-commerce 
sites, investment fraud, and identity theft. Internet 
anonymity makes perpetrators more daring, which 
opens up opportunities for perpetrators to operate 
across borders with limited risk of detection or 
prosecution (Danquah et al., 2022). The rapid growth 
of digital online transactions, online banking, and 
remote working environments during the COVID 
pandemic provides more opportunities for fraud to 
thrive (Isaia et al., 2024). Online fraudulent acts also 
cause significant financial and psychological harm to 
individuals and organizations (Kipngetich, 2025). 
A multi-layered strategy involving user education, 

stricter regulations, and technology protection 
(Kwizera & Micheal, 2024).  

The decline in digital crime cases in 2023 
and 2025 occurred drastically, but this trend cannot 
be interpreted as successful in cybersecurity. 
The decline could be due to the under-reporting of 
many victims of digital crime who choose not to 
report incidents because of shame (Kemp, 2022). 
Low awareness or limited trust in law enforcement 
in resolving cases is also a factor in low digital crime 
reports (Perez-Vincent et al., 2024). Digital crime is 
increasingly sophisticated, and approaches and 
tactics are used to avoid detection or operate in legal 
grey areas, making tracking and documenting 
violations more difficult (Cassidy et al., 2024). 
The decline in crime reports does not mean digital 
crime has decreased; fewer attacks can cause greater 
damage if they are more targeted and professional 
(Jones & Karger, 2023). Further investigation into 
reporting mechanisms and detection capabilities is 
needed. 

Technological innovation and public awareness 
contribute to combating digital crime, but will be 
more effective if supported by stronger government 
regulations (Auliaurrahman et al., 2025; Chitsungo, 
2024). The private sector’s intention to develop 
secure software, two-factor authentication, and 
educational campaigns is often not supported by 
the authority and scope needed to enforce standards 
across the industry (Matelski, 2022). Without 
government support, cybersecurity practices will 
lack uniformity, and many organizations will forego 
proper protection in favour of cost-saving measures 
(Mujawar et al., 2024). Digital criminals often 
operate across national borders, making local 
enforcement inadequate unless accompanied by 
strong international digital crime laws and 
cooperation frameworks (Almuhaisen, 2024). Well-
established government regulation is essential to 
ensure that digital platforms are held accountable 
for data breaches, reporting mechanisms are 
mandatory, and victims have legal recourse. Even 
the most sophisticated cybersecurity solutions risk 
being ineffective without a clear legal framework 
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and strict enforcement. Government engagement 
through legislation, oversight, and investment in 
digital infrastructure are fundamental pillar to 
ensuring long-term success in combating 
cybercrime. 
 

6. CONCLUSION 
 
Online fraud is a vast digital crime, such as phishing, 
extortion, and personal data violations. Such crimes 
urgently require a comprehensive strategy to 
overcome digital fraud. Women are a group that is 
more vulnerable to becoming victims of online fraud 
in terms of hacking social media accounts and 
phishing. The decline in reports of digital crime has 
not been fully used as a measure of success in 
eradicating digital crime. The low awareness that 
they have become victims also causes no reports to 
law enforcement. The shame of becoming a victim of 
online fraud is also a cause of low reports of digital 

crime. Individual security is critical to overcoming 
digital crime and is supported by a strong regulatory 
framework and government supervision. 
Government initiative regulations play a vital role in 
reducing the risk of online fraud. This study is still 
limited in exploring digital crime trends by 
interviewing actors directly involved. Asking for 
solutions for victims of digital crime will enrich data 
for further research. This research offers practical 
implications for legal institutions in designing 
effective mechanisms to encourage crime victims to 
share their negative experiences more openly, 
thereby supporting the eradication of digital crime. 
It also provides theoretical implications for 
approaches and concepts in handling digital crime. 
This research is important for the future because 
the problem of digital crime continues to grow, and 
it can serve as a reference in developing responsive 
digital protection strategies. 
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