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Cloud computing is increasingly integrated into e-government 
initiatives to improve service efficiency (Wibisana et al., 2026). 
However, this integration raises unique non-technological 
challenges for developing countries where regulatory and 
institutional frameworks are still evolving. This paper examines 
information governance and legislative challenges that hinder 
effective cloud computing adoption in developing countries 
(Younus et al., 2025). By using Kuwait as an exploratory case, 
the paper employs a qualitative case study approach, incorporating 
a literature review and document analysis to critically examine 
the non-technological challenges associated with cloud computing. 
The analysis identifies key information governance and legislative 
issues that pose significant obstacles to cloud computing 
integration, including data security, privacy protection, and policy 
adequacy. To address these challenges, the cloud security 
framework model (CSFM) is introduced to offer a comprehensive 
view of legislative and information governance dimensions that 
support more secure and accountable cloud adoption. 
The framework provides a lens for government organizations to 
evaluate governance readiness and regulatory alignment. The paper 
offers practical implications for policymakers, government entities, 
and information technology (IT) professionals seeking to support 
secure and efficient cloud-based e-government services. 
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1. INTRODUCTION 
 
Following the adoption of e-government, developing 
countries are racing to innovate to achieve 
economic, social, and environmental goals. This 
technological advancement requires governments to 
create sustainable infrastructure. Hence, 

infrastructure investment is essential to support 
ongoing e-government improvement initiatives. 
However, the high costs associated with 
development and maintenance, as well as 
disruptions in infrastructure, push developing 
countries towards integrating cloud computing.  
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Cloud computing offers opportunities for 
developing countries to improve the quality of 
government services, reduce operating costs, and 
enhance the integration of government 
organizations (K. Ali et al., 2018; Ren et al., 2023; 
Nguyen et al., 2025). Given the rapid increase in both 
the demand for and implementation of cloud 
computing by government organizations in 
developing countries, it is essential to understand 
the different vulnerabilities and challenges imposed 
by this emerging technology. The integration of 
cloud computing into e-government is a complex 
paradox. It involves various technological and non-
technological dimensions that need to be considered 
to ensure successful integration (Wahsh & 
Dhillon, 2015). In the context of developing 
countries, non-technological challenges have a more 
significant influence (Alkhwaldi et al., 2018; 
Subramaniam & Teh, 2026; Labkir et al., 2026).  

Despite the widespread use of cloud computing 
applications, information security remains a primary 
concern, particularly in the context of e-government, 
where information is considered a significant 
government asset (AlMindeel & Martins, 2021). With 
the use of cloud computing, government-sensitive 
data can be stored in remote servers under 
the control of a third party and, hence, can be 
exposed to privacy and security concerns 
(Al Mudawi et al., 2020). Therefore, it is critically 
important to focus on the non-technological 
challenges of information assets.  

This paper aims to contribute to the ongoing 
discussion in the literature by focusing on 
the privacy and security concerns of cloud 
computing from a non-technological perspective, 
considering two domains: information governance 
and legislative challenges. Information governance 
ensures the effective utilization and protection of 
information assets following an established set of 
procedures and policies. It also ensures that 
information assets are appropriately regulated and 
maintained by offering standards and guidelines for 
cloud computing. Information governance can also 
encompass legislative practices (MacLennan, 2014). 
Legislation and government laws influence how 
cloud computing applications are implemented and 
utilized, and due to the operational complexities of 
cloud computing, laws and regulations involving 
data security and privacy may either encourage or 
prohibit cloud services (Younus et al., 2025). 
Therefore, it is essential to analyze legislative 
challenges in order to address policy gaps and to 
keep pace with the rapid advancement of cloud 
computing initiatives (Kushagra & Dhingra, 2022). 

To further understand and address these 
challenges, this research aims to identify and 
analyze the critical non-technological challenges 
associated with integrating cloud computing into  
e-government services. This emphasis aligns with 
the main research question: 

RQ: What are the key information governance 
and legislative challenges that hinder the integration 
of cloud computing in e-government services in 
developing countries, and how can these challenges 
be addressed? 

By addressing this question, this research 
contributes to the existing literature by exploring 
the unique challenges and considerations that 
developing countries face when integrating cloud 

computing into their e-government initiatives. 
In addition, this research provides insights and 
recommendations that can guide policymakers and 
government organizations in developing countries. 

This paper focuses on Kuwait as a critical case 
study of a developing country navigating 
the complex transition toward integrating cloud 
computing into e-government services. In Kuwait, 
the recent initiative of utilizing cloud-based storage 
solutions in the context of e-government has raised 
significant concerns regarding data security, privacy, 
and regulatory readiness. These concerns reflect 
existing gaps in information governance and 
legislative structures that support digital 
transformation. Therefore, the analysis and 
evaluation of information governance and legislative 
challenges related to data protection are crucial to 
align with the advancement of cloud computing and 
to support broader government strategies and goals 
for digital transformation. 

The paper provides new insights because cloud 
adoption in government settings increasingly 
depends not only on technical capability but also on 
governance readiness, legal clarity, and data 
protection compliance, particularly in developing 
regulatory contexts (Wibisana et al., 2026). 
The paper applies a qualitative exploratory case 
approach based on literature review and regulatory 
and policy document analysis. The paper identifies 
the key information governance and legislative 
challenges faced by the country in integrating cloud 
computing solutions into e-government.  

The main contribution of the study is: first, it 
identifies key governance and legislative gaps 
affecting cloud computing adoption in  
e-government; and second, it proposes a structured 
conceptual framework to support more secure cloud 
integration. 

The remainder of this paper is organized as 
follows. Section 2 provides a literature review of 
cloud computing, information governance, and 
legislative challenges. Section 3 explains 
the methodology and research approach. Section 4 
presents the results of the Kuwait case analysis, 
including the legislative and information security 
challenges, and, based on the results, discusses its 
relevance in relation to existing literature. Section 5 
concludes the paper, offering recommendations to 
aid practitioners and suggesting directions for 
future work. 
 

2. LITERATURE REVIEW 
 

2.1. Cloud computing in the context of e-governments 
 
E-government refers to the provision of government 
information and public services to citizens and 
organizations via the internet (Al Mudawi et al., 2020). 
It empowers countries to navigate forthcoming 
disruptions or exigencies with enhanced resilience 
and preparedness. E-government involves harnessing 
information and communication technology (ICT) to 
transform governmental operations, improve 
the efficiency and effectiveness of service delivery, 
and enhance citizen engagement (Albous & 
Alboloushi, 2025). 

Extensive research has focused on  
e-government adoption and implementation in 
developing countries (Kumar et al., 2018; Mustaf 
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et al., 2020). Despite the advancement in e-government 
and the investments made by developing countries, 
challenges persist (Kushagra & Dhingra, 2022; 
Wibisana et al., 2026).  

Cloud computing holds potential for improving 
the effectiveness and efficiency of government 
operations and the delivery of public services (K. Ali 
et al., 2018; Irion, 2012; Liang, 2012). Therefore, 
cloud computing is increasingly adopted by 
governments for data storage and processing (Zhang 
et al., 2014; Ara et al., 2020).  

Cloud computing offers many benefits, such as 
scalability, which is related to expandable capacity 
to handle big data and manage increasing user 
numbers (Mohammed & Ibrahim, 2015). Another 
major benefit is related to cost savings on 
infrastructure and technical support, as government 
organizations can lease ICT resources according to 
demand. The “pay-as-you-go” model of cloud 
computing lowers operational expenses for 
organizations in the public sector (Alshomrani & 
Qamar, 2013). Other major benefits include 
availability from any internet-connected device, time 
savings in data access and processing, remote 
installation and configuration across multiple 
devices, disaster recovery capability, and increased 
capacity to manage large data volumes (Hasimi & 
Penzel, 2023). 

Given the potential of cloud computing as 
an emerging transformative technology to 
revolutionize various sectors and drive innovation 
across industries, research suggests that cloud 
computing has evolved into a strategic focus for 
many governments and is already utilized in key 
components of the government’s information 
technology (IT) infrastructure (Karim, 2022; Albous 
& Alboloushi, 2025). The literature discusses 
the technological aspects of cloud computing, 
including security, data encryption, compatibility, 
and system architecture (Phaphoom et al., 2015). 
It also explores the organizational aspects of cloud 
computing (Al Hadwer et al., 2021; Gangwar et al., 
2015), notably organizational adoption decisions 
(Sallehudin et al., 2015), IT leaders’ perceptions of 
cloud computing (Hailu, 2012), and employees’ 
technical knowledge and competence (Lian et al., 
2014; Wahsh & Dhillon, 2015; Isabella et al., 2025). 

Although prior research has examined cloud 
adoption in developing countries (Kushagra & 
Dhingra, 2022; Gibreel et al., 2024), integration 
levels remain uneven. Research shows that many 
governments continue to encounter structural and 
institutional challenges that limit the effective 
integration of cloud computing, such as legislative 
ambiguities and fragmented governance frameworks 
(Wibisana et al., 2026). This gap is reflected within 
the Gulf Cooperation Council (GCC), which includes 
Kuwait, Saudi Arabia, the United Arab Emirates 
(UAE), Qatar, Oman, and Bahrain. Significant digital 
transformation investments have been made by GCC 
countries to diversify their economies and achieve 
sustainable development in the public sector 
(Fadlelmula & Qadhi, 2024). These countries are 
actively pursuing “smart city” initiatives to improve 
the efficiency and effectiveness of public services 
(Elian & Kisswani, 2024). Cloud computing and 
artificial intelligence (AI) are critical components of 
this digital transformation (Al-Hajri et al., 2024). 
Given that GCC countries have unique technological 

and regulatory landscapes, the absence of context-
specific research poses challenges for governments 
and policymakers to effectively integrate cloud 
computing into e-government initiatives. 

Most cloud computing research focuses mainly 
on the UAE and Saudi Arabia, while other GCC 
countries like Kuwait remain underexplored despite 
comparable digital transformation ambitions  
(Al-Hajri et al., 2024). UAE and Saudi Arabia serve as 
regional models for digital transformation and cloud 
computing adoption. For example, the UAE developed 
a National Digital Government Strategy 2025 to 
promote integrated cloud adoption across sectors 
(Mohammed et al., 2024). Research shows that 
the UAE has widely integrated cloud computing in 
various industries through proactive digital strategies 
and public–private partnerships (Goher et al., 2021). 
Similarly, as part of the Saudi Vision 2030, Saudi 
Arabia has made significant progress in cloud 
adoption and launched a “Cloud-First Policy” to 
guide cloud computing integration across different 
government entities (A. Ali et al., 2021).  

In contrast, cloud computing integration in 
Kuwait remains fragmented as the country is 
actively pursuing implementing a comparable 
national framework. Understanding the challenges 
of cloud computing in Kuwait is essential to 
developing context-specific strategies that align with 
its digital transformation goals. 
 

2.2. Information governance in the era of cloud 
computing 
 
During the transition of government to the cloud, 
one of the major concerns of cloud computing is 
information security. Information security is not 
only a technological issue; it also involves how 
organizations manage information, use technology, 
and evaluate the security risks. Therefore, it is 
necessary to consider information security from 
the perspective of information governance (George & 
Gao, 2014). The processes and procedures designed 
to regulate the use of information, including but not 
limited to those required by law, are known as 
information governance (MacLennan, 2014).  

The use of cloud computing increases 
the complexity of information governance. 
The reason for this is that cloud-based architectures 
pose a threat to conventional data security 
measures. Hence, governments must provide 
specific guidelines for cloud computing to ensure 
that their information assets are stored safely and 
securely.  

Within the domain of e-government, public 
sector organizations handle vast amounts of public 
data, generated, managed, and utilized to provide 
government services. This increasing reliance on 
public data emphasizes the need to embrace cloud 
computing. The core aspect of cloud computing is 
data migration to a third party. Governments form 
agreements or alliances with service providers 
concerning data migration and obtaining cloud 
services.  

The data migration process entails transferring 
data, applications, or other essential items from 
the client system to a cloud computing system 
(Shakya, 2019). The data is transferred across 
the network and stored on the service provider’s 
servers.  



Corporate Law & Governance Review / Volume 8, Issue 2, 2026 

 
41 

The transmitted data can include personal 
details, health records, financial transactions, and 
sensitive government information and records. It is 
believed that when clients transmit data to the cloud 
for processing, their control over the information 
asset is significantly diminished (Irion, 2012). Service 
providers’ servers may be situated anywhere 
globally, including Europe and Asia. Clients do not 
own or control these remote servers, used for 
storing and processing sensitive data. Data 
encryption and blockchain solutions are primarily 
employed during data transfer to protect data and 
combat unauthorized access (Sehgal et al., 2020; 
Zhang et al., 2024). 
 

2.3. Information governance challenges in cloud 
computing 
 
Despite the associated benefits of cloud computing, 
some significant challenges and concerns are 
debated by various researchers (Irion, 2012). These 
encompass not only technical challenges associated 
with adopting and using cloud computing 
(Phaphoom et al., 2015), but also concerns related to 
data and information security (Sehgal et al., 2020). 
This is related to safeguarding and ensuring that 
data stored in the cloud is protected from a variety 
of dangers and threats. 

Data security challenges can be classified into 
four aspects:  

1) Integrity: Ensuring data remains unaltered 
and protected from unauthorized deletion, 
modification, or fabrication is vital (Mahmood 
et al., 2019). Data manipulation or loss might occur 
as a result of unintentional behavior, such as a data 
crash, or malicious behavior, such as cyberattacks 
(Mahmood et al., 2019). In cloud computing, this 
raises some concerns due to the limited 
understanding of how data accuracy is maintained. 
As a result, a significant trust concern arises 
because of the lack of transparency and security 
assurances (Abied et al., 2022). Research indicates 
that trust has a significant impact on individuals’ 
long-term usage of IT, such as e-government services 
(Zhang et al., 2018; Zhang et al., 2022). The lack of 
trust in the government’s ability to safeguard 
government information and citizens’ data may have 
broader effects on governance and societal stability 
(Zaman & Kamshad, 2023). 

2) Accountability: Accountability is related to 
having unified bylaws and legal guidelines of data 
protection (Liang, 2012). Integrating cloud 
computing with e-government leads to cross-border 
data movement. As a result, in the event of 
a security breach, it would be difficult to determine 
when the breach occurred, in which nation it 
occurred, and under what legal authority. This 
complexity is exacerbated by the fact that many 
countries still lack or have insufficient cloud 
computing rules (Irion, 2012). The lack of evidence 
of accountability is one of the major concerns 
related to data security in cloud computing  
(Al-Rashdi et al., 2021). 

3) Confidentiality: Protecting data from 
unauthorized access is a vital facet of data security 
(Zissis & Lekkas, 2012). As mentioned earlier, cloud 
computing involves allowing a cloud service 
provider (a third party) to store and process 
information. The usage of a cloud service provider 

to store data exposes data to unauthorized users 
who may be able to access citizens’ personally 
identifiable information (PII) (Al Mudawi et al., 2020), 
which could lead to both financial and reputational 
damage (Shakya, 2019). 

4) Privacy: Data privacy refers to the ability 
of users to limit the disclosure, use, and storage of 
personal information (Zissis & Lekkas, 2012). Privacy 
policy is one of the fundamental aspects of 
information governance (Zhou et al., 2020). Cloud 
computing involves transferring and processing 
government information and personal data (PD) 
within blurred boundaries. As a result, people’s 
rights to retain the ownership and the privacy of 
their sensitive information used in e-government 
systems are compromised by the vulnerability of 
cloud computing (Al Mudawi et al., 2020; Tripathy 
et al., 2023).  

The absence of comprehensive governance 
frameworks can reduce the effectiveness of 
integrating cloud computing into e-government 
services (Wibisana et al., 2026). Therefore, 
implementing robust information governance 
practices is crucial in order to fulfil 
the requirements for data protection. Information 
governance practices aid in safeguarding data, 
preventing unauthorized access, and ensuring 
proper use of data and information, thereby 
enhancing the quality of data and information. 
Therefore, establishing transparent data governance 
frameworks is a crucial imperative to promote 
efficiency, accountability, and user security. This 
necessitates the implementation of rigorous 
measures to safeguard PD and ensure its ethical and 
transparent utilization. 
 

2.4. Legislative challenges in cloud computing 
 
Legislatures worldwide are currently facing 
challenges related to the need to keep pace with 
the rapid production of data due to the use of cloud 
computing and the transfer of data beyond borders. 
The following subsection discusses the issues that 
arise in relation to data protection frameworks and 
PD privacy regulations. 
 

2.4.1. Data protection frameworks 
 
The primary purpose of any data protection regime 
is to protect sensitive government data and to 
ensure the privacy of individuals. This is achieved 
through both regulating the processes associated 
with collecting, storing, and transferring information 
while preventing its misapplication, mishandling, or 
misuse. In response to these concerns and 
the increasing demands of data protection, various 
countries around the world are enforcing regulations 
to address these issues stemming from the use of 
new technologies. For example, the European Union 
(EU) considers privacy and data protection to be 
fundamental rights that should be enshrined within 
EU legislation, whereas the US protects data on 
a sectoral basis. The main challenge of data 
protection within cloud computing relates to cross-
border data transfer to a third country. For example, 
the EU recognizes the paramount importance of 
transferring data as an essential element of 
the intercontinental relationship that fosters 
economic growth amongst countries. However, 
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the presence of different and sometimes conflicting 
data protection legislation and rules makes it 
challenging to ensure the protection of transferred 
data (Ahmed, 2011).  

For example, despite the US offering assurances 
to the EU about providing an adequate data 
protection framework, many intelligence and 
surveillance agencies (e.g., the Federal Bureau of 
Investigation [FBI]) have been granted access to 
the PD of EU citizens that are stored on US servers. 
As a result, a number of legal challenges threaten 
bilateral trade between the US and EU member 
states. This case highlights the critical need for 
countries utilizing cloud computing services to 
examine the laws of the third country and determine 
whether it secures the transferred data from any 
surveillance or intelligence activities. The EU 
mandates that all countries comply with its 
regulations when transferring data in cloud 
computing. Data controllers working within the EU 
and European Economic Area (EEA) must comply 
with Chapter 5 of the General Data Protection 
Regulation 2016/679 (GDPR), which prohibits 
entities from transferring PD to countries that do 
not provide an adequate level of protection 
(European Union, 2016). As a result, numerous 
multinational institutions located both inside and 
outside the EU and EEA countries face difficulties 
when it comes to ensuring their compliance with all 
of the applicable data protection requirements when 
transferring data into and out of the EU. Therefore, 
as cloud computing is borderless, paying close 
attention to both the country’s own laws and 
regulations and those of other countries is critically 
important (Irion, 2012). 
 

2.4.2. Personal data privacy regulations 
 
Privacy, as defined by Warren and Brandeis (1890), is 
the right of individuals to be left alone. This right 
has traditionally been afforded a high degree of 
importance, which has led to it being included in 
many legal frameworks. This is reflected in 
frameworks like the GDPR, which sets strict 
standards to guarantee a high level of data 
protection across the EU. 

When addressing the concept of PD, it is 
important to first recognize that the data subject is 
the individual to whom particular examples of PD 
are concerned (Singh & Cobbe, 2019). The GDPR 
defines PD in Article 4 as information that can 
directly or indirectly identify an individual through 
specific identifiers (European Union, 2016).  

PD has an essential role in the digital economy 
because digital services and transactions rely heavily 
on information relating to identifiable individuals 
(Salbu, 2002). For example, PD can include 
a person’s name, age, contact details, and medical 
condition. The collection of PD has increased 
significantly in recent decades due to the use of 
the Internet. This supports the growth of both public 
and private sectors and drives advancements in 
areas such as commerce and healthcare (MacDonald 
& Streatfeild, 2014; Yakovleva, 2020).  

It is essential to consider the challenges 
associated with PD in cloud computing. Given 
the value of PD, an outright ban on transferring PD 
to a country lacking robust data protection 
regulations could have a negative economic impact 

on those operating within the EU/EEA. Therefore, 
Chapter 5 of the GDPR regulates the transfer of PD 
to any country located outside the EU/EEA 
(i.e., a third country). The primary concern when 
transferring data to a third country is the possibility 
that such countries do not provide an adequate level 
of data protection when compared with the GDPR. 
Therefore, Articles 44, 45, and 46 of the GDPR detail 
different transfer tools that can be used to 
legitimize the transfer of PD outside the EU/EEA. 
It should be noted here that further discussion of 
these transfer tools falls outside the scope of 
the present article. 

Another key challenge is related to obtaining 
valid and informed consent. The failure to obtain 
individuals’ explicit consent prior to the use of their 
data may lead to unfair practices and pose a threat 
to individuals’ privacy. A key concern is that 
individuals may be identified, in a direct or indirect 
way, through related information. Thus, 
the definition of PD within the GDPR Article 4 
includes the phrase “any information”, which 
reflects the broad scope of data protection 
provisions applied to any information relating to 
individuals that may enable their identification by 
others (van Bekkum & Borgesius, 2023). Some PD 
might be considered more sensitive than other data 
due to its nature and so require a higher level of 
protection. As a consequence, the GDPR aims to 
protect such information under a new category 
termed a “special category of PD”, including 
information related to ethnic background, religious 
beliefs, political opinions, genetics, biometrics 
(where used for identification purposes), health, or 
criminal convictions and offences. The use of certain 
special categories of data is prohibited, and stricter 
rules apply for those who obtain an individual’s 
information (van Bekkum & Borgesius, 2023).  

Therefore, ensuring valid and informed consent 
is considered a central requirement. It is particularly 
essential in cloud environments where data 
processing purposes and locations may not always 
be transparent. 
 

3. RESEARCH METHODOLOGY 
 
This paper employs an exploratory qualitative 
research approach, incorporating a case study 
approach and an extensive literature review. 
The qualitative case study approach is widely used 
in exploratory research as it allows an in-depth 
investigation of complex phenomena within 
a specific context (Yin, 2014). Hence, it enables 
a comprehensive understanding of the complexities 
involved in the integration of cloud computing. 

Document analysis represents the primary data 
collection method for this research. Document 
analysis involves thorough examination and 
extraction of meaningful information from a variety 
of documentary sources (Kutsyuruba, 2023). This 
method is well-suited for qualitative case studies 
that focus on providing a comprehensive exploration 
and generating detailed insights into a specific 
phenomenon (Bowen, 2009). According to Dalglish 
et al. (2020), document analysis can be used 
independently as a stand-alone method for data 
collection. This is because document analysis not 
only provides a rich and detailed understanding of 
a specific phenomenon, but it is also as efficient as 
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other qualitative data collection methods, 
such as interviews or participant observation 
(Mogalakwe, 2006).  

Document analysis has been widely used in 
prior research on information systems, governance, 
and public policy to examine regulatory 
environments, compliance structures, and 
institutional frameworks (Nwagboso et al., 2024). 
Documents are often recognized as effective 
advocacy tools, especially when document analysis 
is used to highlight critical issues and engage 
policymakers (Kayesa & Shung-King, 2021). Given 
that this paper examines information governance 
and legislative challenges related to cloud 
computing in e-government, which are primarily 
reflected in regulatory documents, policy 
frameworks, and institutional reports, document 
analysis is considered well-suited. It is particularly 
suitable for exploratory and framework-building 
research where legal texts, policy documents, and 
formal guidelines constitute the main units of 
analysis because it allows for the synthesis of 
information from multiple documentary sources 
to build a comprehensive understanding of 
the information governance and legislative challenges 
in cloud computing (Kayesa & Shung-King, 2021). 

In this research, the authors investigated 
government IT policies and relevant literature to 
identify challenges related to information 
governance and legislation. The documents used in 
the analysis were collected through various sources 
such as peer-reviewed journals, government reports, 
IT/cloud policy documents, regulatory guidelines, 
and publicly available e-government strategies. 
Newspaper articles were considered only when they 
reported officially issued policies or government 
initiatives and were used for contextual support.  

Document selection followed a structured and 
transparent screening process to ensure relevance 
and credibility. Included documents met 
the following criteria: 1) issued by official 
government bodies, regulatory authorities, or 
recognized institutional sources; 2) directly related 
to cloud computing, data governance, digital 
services, cybersecurity, or e-government regulation; 
3) publicly accessible documents. The authors 
prioritized materials that explicitly addressed key 
relevant themes such as data privacy, protection, 
information classification, and cloud infrastructure 
deployment. By closely examining these sources, 
the authors extracted recurring concepts, 
information governance challenges, and policy gaps. 
This in-depth exploratory analysis of government IT 
policies and the literature serves as the foundation 
for understanding the broader context of cloud 
computing within e-government initiatives, 
particularly in developing countries such as Kuwait. 

The rationale for selecting Kuwait as a case 
study is to gain insights into the unique challenges 
of integrating cloud computing into e-government 
services within a developing country in the Middle 
East region. Although the challenges related to  
e-government in developing countries may share 
similarities, but Kuwait requires a distinctive 
perspective to understand and address these 
challenges due to its unique socio-economic, 
technological, and institutional context (Mrhaouarh 
et al., 2018). As highlighted in prior comparisons 
with other GCC countries, in particular the UAE and 

Saudi Arabia, Kuwait has made slower progress and 
remains comparatively behind in formalizing cloud 
computing strategies and lacks a unified national 
policy framework. This gap highlights 
the importance of a thorough and focused 
investigation of cloud computing in Kuwait.  

By understanding the challenges affecting 
cloud services integration, such as compliance with 
data protection laws and ensuring data security and 
privacy, researchers can provide valuable insights 
and recommendations for government agencies in 
developing countries looking to adopt cloud 
computing solutions in their e-government initiatives. 

The comprehensive analysis of the findings 
from both the literature review and the case study 
analysis informs the development of a conceptual 
framework depicted in Figure 1. This framework is 
designed to highlight the key aspects to consider 
when migrating government services to the cloud. 
It provides valuable insights regarding compliance 
with key data protection laws and information 
governance principles to ensure the security and 
privacy of sensitive government information and 
citizens’ data. 
 

4. RESULTS AND DISCUSSION 
 

4.1. The case of cloud computing in Kuwait 
 
The following subsection analyzes the issues that 
arise in relation to information governance and 
legislation in Kuwait to propose directions for 
reforming the current data protection framework to 
enhance the effective utilization of cloud computing 
services.  

As a developing country, Kuwait is actively 
working towards improving the efficiency of  
e-government and supporting public sector 
organizations (ALMutairi & Thuwaini, 2015). 
However, in the context of e-government 
development, Kuwait lags behind most GCC 
countries. According to the United Nations’ 2022 
global e-government report, Kuwait ranks as one of 
the lowest countries within the GCC region, as cited 
in the United Nations’ survey on E-Government 
Development Index [EGDI] (United Nations, 2022). 

Countries such as the UAE, Saudi Arabia, and 
Qatar have introduced data protection and digital 
governance regulations, although their scope and 
provisions vary. Kuwait has also made recent 
regulatory advances. 

The Kuwaiti government launched the 2035 
Vision initiative, which incorporates cloud 
computing into the national e-government strategy. 
Consequently, the Kuwaiti government announced 
a strategic partnership with Google to enhance this 
digital transformation. The utilization of Google’s 
cutting-edge technology and experience in data 
analytics, cybersecurity, and AI allows Kuwait to 
accomplish its digitalization objectives in terms of 
healthcare, education, disaster recovery, and smart 
living, while also creating job opportunities for 
young Kuwaitis (Kuwait Times, 2023). Recently, 
Kuwait’s 2035 Vision has been extended to Kuwait’s 
2040 Vision in response to national and 
international changes (Kuwait News Agency [KUNA], 
2023), though no official announcement has been 
made regarding this extension to date. 
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The announcement of this strategic partnership 
to integrate cloud computing raises significant 
concerns regarding data and information 
management, particularly in terms of data breaches 
and issues related to a lack of ownership and control 
over data (Al-Roomi, 2023). Cyberthreats are a major 
concern for cloud computing and e-government. 
According to The National Cyber Security Index 
(NCSI)1, Kuwait currently ranks 98th globally, 
whereas other GCC countries boast higher rankings. 
For example, Saudi Arabia is ranked 14th on the list. 
This index assesses the degree of preventive 
cybersecurity in terms of implementing information 
security requirements and dealing with cyber 
incidents, considering factors such as existing data 
protection legislation and established authorities. 
According to Al-Mekaimi (2025), a significant data 
breaches recently occurred in Kuwait, impacting 
887 Kuwaiti websites and exposing over 4,360 data 
files. The affected websites included multiple 
sectors, such as education, communications,  
e-commerce, and certain public sector entities. 
The incident was reported following prior warnings 
from IT security specialists regarding vulnerabilities 
in security controls. This breach is not an isolated 
case, as Kuwait has previously experienced cyber 
incidents, including the “Anthrax” attack, targeting 
both governmental and private websites and 
resulting in financial losses for banking and 
financial institutions. A recent report by Rackspace 
Technology (2023) indicates that only 48% of 
organizations in the Middle East are confident in 
their ability to understand cybersecurity threats. 
With the increasing frequency of significant data 
breaches and the growing complexity of 
cybercriminal tactics, it is imperative for Kuwait to 
urgently adopt international cybersecurity standards 
to mitigate such incidents. In Kuwait, 
the Communication and Information Technology 
Regulatory Authority (CITRA) is a recently 
established institution concerned with dealing with 
e-government and cloud computing services 
(Ghloum, 2023).  

Månsson (2023) argues that security concerns 
and the legislative and regulatory frameworks exert 
influence on the adoption and use of cloud 
computing in Kuwait. Public sector employees 
grapple with several challenges in the digital 
transfer to cloud computing, such as a lack of 
expertise, data availability, data integration, and 
transfer. In addition, they have cloud security 
considerations like data breaches, data encryption, 
Identity and Access Management (IAM policies), 
compliance with local data protection policies, data 
loss, and cloud incident response strategies 
(Månsson, 2023). The integration of data between 
government agencies can increase the vulnerability 
of e-government systems. In alignment with 
previous research, a recent study conducted by 
Zaman and Kamshad (2023) indicates that a majority 
of people in Kuwait, more than 60%, are worried 
about how their PD is managed by both government 
and private organizations. This concern is likely 
driven by the lack of clear information governance 
policies and legal frameworks for cloud computing 
in the country. The challenges of information 
governance and legal implications need to be 
carefully addressed to ensure data security and 
privacy in e-government applications using cloud 
computing.  

 
1 https://ncsi.ega.ee/country/kw/  

Compliance with data protection laws and 
ensuring the security and privacy of sensitive 
government data are essential factors to be 
considered when integrating cloud computing into  
e-government services in developing countries 
(Alkaraan et al., 2022). In Kuwait, it is essential to 
consider government cloud compliance frameworks 
such as Federal Risk and Authorization Management 
Program (FedRAMP), Federal Information Security 
Management Act (FISMA), Defense Information 
Systems Agency (DISA), Security Technical 
Implementation Guides (STIGs), and International 
Organization for Standardization (ISO 27018). 
The adoption of these frameworks may pose 
challenges for the government related to security, 
privacy, and regulatory requirements.  

Given the complexity of cloud computing, it is 
essential to investigate the potential effects of such 
an initiative on all levels of information governance. 
Hence, a comprehensive framework linking 
governance and legal requirements is needed to 
strengthen security, risk management, data 
protection, privacy, accountability, data ownership, 
responsibilities, Service-Level Agreements (SLAs), 
and data handling clauses (Nugraha & Martin, 2022). 
 

4.2. Legislation of cloud computing in Kuwait  
 
The situation with regard to the protection of PD in 
Kuwait differs from other countries. In Kuwait, 
specific legal challenges emerge in the context of  
e-government. The lack of specific, comprehensive 
data protection laws and regulations pose 
a significant challenge to the implementation of 
cloud computing (Zaman & Kamshad, 2023). 

Kuwait, being an Arab-Muslim country, delivers 
its legislation from an Islamic perspective  
(Al-Mutairi, 2022). The relevant laws classify data 
based on the sensitivity of its content, aligning with 
the accepted norms of Kuwaiti society. Specifically, 
CITRA’s data classification policy classifies 
the secrecy of PD according to the following four 
tiers (CITRA, 2021a). 

• Tier one (public data) refers to unclassified 
data openly accessible and available to the public, 
including openly accessible policies, published laws 
and regulations, newspapers, and general website 
content. This data does not require any encryption 
because it does not identify the individual or 
protected government or private sector information.  

• Tier two (private insensitive data) refers to 
data that is owned by public and private 
organizations or by an individual. This data has 
a low degree of sensitivity, and its unauthorized 
disclosure causes minimal or no harm. Examples 
include name, email, job details, e-mail address, age, 
civil identification number, academic qualifications, 
and contact information. 

• Tier three (private sensitive data) refers to 
data that is owned by public and private 
organizations or by an individual at the personal 
level. The unauthorized release of such data may 
harm individual privacy or negatively affect 
organizational interests. It includes internal reports, 
files concerning lawsuits, and medical reports.  

• Tier four (highly sensitive data) represents 
highly confidential private data. The exposure of this 
data causes severe damage to the privacy of 
individuals or organizations. Therefore, this data 
requires a high level of encryption that ensures 

https://ncsi.ega.ee/country/kw/
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the highest possible levels of protection and 
security, such as political documents, international 
negotiations records, and similarly critical records. 

The four tiers described above demonstrate 
CITRA’s relatively narrow approach to data 
protection. Therefore, Kuwait’s legislature needs to 
consider revising the current classification system to 
ensure complete compliance with international 
regulations such as the GDPR and to reduce 
potential future legislative challenges. 

In contrast to Europe, electronic PD represents 
an integral part of the Kuwaiti Constitution of 19622. 
While the right to privacy is not explicitly stated 
within the Constitution, it acknowledges data 
protection rights are considered in Article 30, 
specifying that “Personal liberty is guaranteed”, and 
Article 39, which states that “The freedom of postal, 
telegraphic and telephonic communications is 
safeguarded and their secrecy is guaranteed”. 
Moreover, in Case No 3 of 1982, the Constitutional 
Court of Kuwait clarified the core meaning of 
Article 30 by stating that “The individual’s right to 
freedom requires the preservation of their dignity 
and personal information, as well as the prevention 
of unauthorized access to their secrets, pursuant to 
the individual’s right to enjoy their private life”. 
Thus, an individual’s private life forms part of their 
personal entity, which must be protected and not 
disclosed under any circumstances, except in cases 
where prior consent has been provided. 

The Kuwaiti legislature has also passed Law 
No. 20 of 2014 on Electronic Transactions (ETL), 
which addresses the protection of PD and the 
privacy of ETL in Chapter 7. However, its data 
protection coverage is considered relatively limited 
as it does not provide specific principles governing 
the transfer of data outside Kuwait. The lack of a 
clear, structured framework for lawful cross-border 
data transfers creates practical regulatory gaps and 
uncertainty for government cloud systems regarding 
whether foreign storage or remote administration 
qualifies as a regulated transfer. In addition, 
transferred data is not explicitly protected against 
foreign surveillance. 

Soon after the promulgation of the ETL, Law 
No. 37 of 2014 on the Establishment of 
Communication and Information Technology 
Regulatory Authority (CITRA) was introduced, aimed 
at regulating the Kuwaiti telecommunications sector 
pursuant to general constitutional principles in 
order to ensure individuals’ privacy. Chapter 3 of 
the law explicitly stipulates this goal and guarantees 
CITRA the power to issue data protection 
regulations in Kuwait. In 2021, CITRA issued 
the Data Privacy Protection Regulation (DPPR) No. 21 
of 2021 (CITRA, 2021b), which guarantees the basic 
rights and freedoms in respect of the collection, 
processing, and transferring of PD. The introduction 
of the DPPR represented a significant milestone in 
the development of Kuwait’s legal sector, as 
previously, there was no inclusive data protection 
law, and the concept of privacy relied on relevant 
legal provisions found in other pieces of legislation, 
such as the duty of confidentiality or binding terms 
between private individuals. 

Shortly after the promulgation of the DPPR, 
CITRA issued the Cloud Computing Regulatory 

 
2 https://www.lexismiddleeast.com/law/Kuwait/Law_0_1962/en/Title_2_-
_Fundamental_Constituents_of_Kuwaiti_Society.html  

Framework (CCRF) No. 112 of 2021 (CITRA, 2021c) 
in an effort to regulate the cloud activities offered 
by computing service providers registered with 
CITRA. The CCRF is intended to regulate 
the implementation of cloud services in Kuwait. As 
such, its provisions bind the following entities: 

1) Cloud service providers licensed by CITRA 
with operating data centers in Kuwait that host 
third- and fourth-level data. 

2) Providers approved by CITRA that host 
first- and second-level data for public sector entities. 

3) All public sector cloud service subscribers. 
4) Private sector entities that host 

government data. 
Unlike the GDPR, the DPPR has limited 

application to telecommunication service providers 
and related industry sectors regarding data 
collection, storage, processing, and transfer by 
private and public sectors. Interestingly, the DPPR 
considers the process of data transfer in a broad 
context when it defines data collection and 
processing as “any process or set of processes 
applied to PD, whether inside or outside Kuwait” 
(CITRA, 2021b, p. 2). This definition fails to provide 
an exact meaning for the term “outside Kuwait” and, 
therefore, may include the storage of data on 
outside servers or the provision of remote access to 
PD from a different country. Moreover, the DPPR 
also lacks clarity on the concept of transferring data 
outside the jurisdiction of Kuwait. 

Compared with Kuwait, the EU regulatory 
framework provides more structured data transfer 
conditions, as the European Data Protection Board 
(EDPB) has established essential criteria governing 
the transfer of data outside of the EU/EEA 
territories. The primary goal in restricting the 
transfer of data to a third country is not undermine 
the EU’s data protection regime; rather, it is to 
prevent PD from being accessed by the third 
country’s authorities. In this context, the ETL and 
DPPR both fall short in providing clear guidelines for 
the qualified transfer of data outside Kuwait. 
However, although DPPR may not fully achieve its 
intended final goal without clear regulations and 
guidelines and real monitoring of data processing, 
the DPPR represents a constructive step forward 
for the Government of Kuwait. This emphasizes 
the need for the development of a robust 
information governance and legislative framework 
in cloud computing. The following proposed 
framework aims to address these issues and 
enhance the integration of cloud computing into  
e-government services in Kuwait. 

 

4.3. Cloud security framework model 
 

Ensuring the security of government information in 
the cloud represents a complex and evolving 
challenge (Kandukuri et al., 2009). Therefore, when 
considering the migration of government services to 
the cloud, it is important to think beyond technical 
controls. Effective cloud computing adoption 
requires alignment with governance structures and 
legislative requirements. To address this, this study 
proposes an integrated conceptual framework 
(Figure 1), the cloud security framework model 
(CSFM), that combines information governance and 
legal-regulatory considerations with security 
measures to support secure and effective cloud 
computing adoption. 

https://www.lexismiddleeast.com/law/Kuwait/Law_0_1962/en/Title_2_-_Fundamental_Constituents_of_Kuwaiti_Society.html
https://www.lexismiddleeast.com/law/Kuwait/Law_0_1962/en/Title_2_-_Fundamental_Constituents_of_Kuwaiti_Society.html
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Figure 1. Cloud security framework model (CSFM) 
 

 
Source: Authors’ elaboration. 

 
In Figure 1, the CSFM illustrates the multi-

dimensional approach required for the establishment 
and operation of a comprehensive cloud security 
framework. This framework integrates the needs of 
legal compliance, information governance, and 
security measures to safeguard cloud database 
security. The proposed framework model complies 
with the local data protection laws, cloud privacy 
regulations, and cloud compliance, as demonstrated 
in Table 1. 
 

Table 1. Algorithm based on the CSFM 
 

Algorithm CSFM 

Require: 
Cloud Service Provider (CSP), Cloud Legal and 
Regulatory (CLR), Cloud Industry Standards (CIS). 

Ensure: 
Cloud policies, implementation guidelines, 
adaptation, and refinement suggestions. 

Step 1: Initialize cloud security framework. 

Step 2: Define legal and regulatory compliance. 

Step 3: 
Integrate Industry Standards and 
cybersecurity best practices. 

Step 4: Develop a cloud security framework model. 

Step 5: Create documentation and policies. 

Step 6: Provide implementation instruction guidelines. 

Step 7: Adaptation and refinement strategies. 

Step 8: End 

Source: Authors’ elaboration. 

 
The proposed algorithm (Table 1) provides 

a structured eight-step approach for the effective 
integration of cloud computing based on 
the proposed CSFM. The proposed algorithm is 
grounded in the three core pillars of CSFM: legal and 
regulatory compliance, security measures, and 
information governance. It includes eight sequential 
steps essential to ensure that cloud integration into 
e-government is secure, compliant, and aligned with 
regulatory standards.  

Step 1 involves establishing the initial 
groundwork for cloud security, for example, by 
defining objectives, identifying key stakeholders, 
and outlining the scope of the cloud integration. 
In Step 2, relevant legal and regulatory requirements 
(such as GDPR) are identified and interpreted. Step 3 
involves incorporating information governance and 
cybersecurity measures to enhance data protection. 

Step 4 involves designing a comprehensive security 
model that outlines scope, processes, and control 
mechanisms by integrating legal, technical, and 
operational aspects. Step 5 involves drafting 
the formal documentation required to institutionalize 
the framework, including security policies, 
compliance protocols, access control policies, data 
classification schemes, and incident response 
procedures. Step 6 focuses on creating practical and 
step-by-step guidelines to assist implementation 
teams as well as the decision-makers in applying 
the cloud integration model. Documents can include 
architectural diagrams, deployment protocols, and 
training materials to support effective cloud 
integration. Step 7 involves reviewing and updating 
the integration model as the organizational and 
regulatory landscapes evolve to address new risks or 
gaps. The algorithm concludes with Step 8, which 
reflects that cloud integration should be secured and 
institutionalized across the organization, and that 
cloud computing is supported by policy, training, 
and continuous monitoring mechanisms. This 
algorithm offers a practical approach for 
government organizations in developing countries 
like Kuwait to adopt cloud computing effectively. 
 

4.4. Discussion 
 
The results of this study highlight that cloud 
computing adoption in e-government environments 
is significantly shaped by governance and legislative 
readiness rather than technical capability alone. 
In the Kuwait context, lack of standard data 
governance structures, gaps in regulatory clarity, 
and lack of unified policy frameworks emerge as 
central constraints. This supports and extends prior 
literature that identifies institutional and regulatory 
factors as primary barriers to public sector cloud 
transformation (Tripathy et al., 2023; Wibisana 
et al., 2026). 

The results of this study informed 
the development of the CSFM, which highlights 
the fundamental requirements and challenges 
associated with information governance and 
legislative compliance in cloud e-government 



Corporate Law & Governance Review / Volume 8, Issue 2, 2026 

 
47 

environments. This framework provides conceptual 
insights by illustrating the combined roles of 
regulatory compliance obligations, information 
governance mechanisms, and security measures. 
By integrating these dimensions, the model helps 
explain how legal, policy, and governance factors 
interact with technical safeguards in shaping secure 
cloud adoption. In this way, the CSFM serves as 
an interpretive lens for understanding governance 
and legislative readiness in cloud computing 
initiatives. These results add to the rapidly 
expanding fields of cloud computing and  
e-government. 
 

5. CONCLUSION 
 
The Kuwaiti legislature must enact a comprehensive 
data protection framework that is able to keep pace 
with developments concerning data transfer and 
cloud computing. This could be achieved through 
the following means: 

1) Establish information governance procedures 
and policies to increase transparency and 
accountability, thereby increasing the level of 
confidence and trust in information security and 
privacy, in alignment with ISO 27018. 

2) Periodically review and assess the country’s 
data protection laws and regulations to 
accommodate technology advancements.  

3) Mandate a protection adequacy assessment, 
involving a thorough review and endorsement of 
the data transfer destination’s legislation, similar to 
the provisions of the GDPR. 

4) Establish an authority or department tasked 
with monitoring illegal access to data by authorities 
in third countries, including surveillance activities. 

5) Document any remote access by individuals 
who operate local data storage servers and pursue 
legal action based on the principle of confidentiality. 

6) Create a strategic cloud compliance 
framework aligned with the stipulations of 
the proposed CSFM. 

The fundamental objective of this paper is to 
explore the integration of cloud computing into  
e-government services in developing countries. 
The paper explores the challenges that developing 
countries face when considering migrating 
government information and services to the cloud. 
The CSFM has been proposed to identify the key 
requirements and challenges arising from 
information governance and legislative considerations. 
The CSFM integrates compliance requirements, 

governance structures, and technical security 
controls to support cloud computing adoption. 
Consequently, the CSFM offers a conceptual 
roadmap for addressing governance and legislative 
requirements in the effective integration of cloud 
computing into e-government services. However, 
the proposed framework warrants further validation 
with empirical data collected through different 
methods, such as surveys or interviews with 
government entities and cloud governance 
stakeholders. Future research is therefore essential 
to provide deeper insight into its practical 
effectiveness and broader applicability. 

In addition, this paper uses Kuwait’s  
e-government as a case study and an exemplar for 
developing countries. Accordingly, while 
the framework provides conceptual insights that 
may be adaptable to other countries with similar 
regulatory and governance characteristics, it remains 
grounded in the Kuwait context and has not yet been 
empirically validated across multiple settings. 
Hence, further cross-context validation is required 
before broader generalization can be established.  

Based on this focus on Kuwait, the study 
provides practical recommendations specifically 
directed at the Kuwaiti legislative and regulatory 
environment to contribute to the advancement of  
e-government initiatives. In addition, the findings 
offer practical guidance for policymakers in 
navigating information governance and legislative 
compliance challenges in cloud computing. This can 
facilitate the successful implementation of cloud 
computing in e-government. 

There are other essential opportunities for 
future research that hold potential to enhance our 
understanding and drive forward the development 
of cloud computing and e-government. One 
prospective area for future exploration in 
subsequent studies is the role of international 
collaboration in confronting legislative challenges 
associated with the implementation of  
e-government. This could involve investigating how 
various countries cooperate and negotiate regulatory 
frameworks to provide valuable insights into 
efficacious strategies for standardizing policies and 
addressing shared challenges. Moreover, 
the integration of other emerging technologies into 
e-government, such as AI and blockchain present 
a promising avenue for future investigation. 
By delving into these specific avenues for future 
research, researchers can contribute to the continual 
evolution of e-government practices and policies. 
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