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Abstract 
 
World wide the importance of Information Security Governance is demanding the attention of senior 
management. This is due to the ever-changing threat landscape requiring that organisations adopt a 
focussed approach towards the protection of information assets. Any successful approach towards 
Information Security Governance is dependant on the availability of relevant and timely research 
outputs. The research community working on Information Security Governance are diverse and appears 
to be mis-aligned with the needs of the business community. The problem that this paper addresses is 
twofold. Firstly, it addresses the confusion regarding the meaning of Information Security Governance. 
Secondly, it assesses the gap between research and business communities from an Information Security 
Governance perspective. This article analyses the requirements from the business community and 
mapped it against current research outputs. Findings clearly indicate that the two worlds are not 
entirely aligned and that in some cases minimum effort is being spent on the topics deemed important 
by the business community. Information Security Governance in general can benefit from an improved 
alignment between the needs of business and the outputs of the research community. 
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1. Introduction 

 

With the blurring and disappearance of organisational 

boundaries through the proliferation of electronic 

information channels, the need drastically increased 

for organisations to acknowledge the importance of 

Information Security Governance. Organisations are 

recognising that an effective approach towards 

Information Security Governance can enable them to 

make business decisions faster and more accurately 

enabling them to retain and grow their market share. 

Yet there are still numerous organisations that cannot 

claim success in this area. Although organisations 

presumably deploy appropriate security technologies, 

they fail to link security technologies to real risks 

regarding the protection of information assets. 

Although the operational aspects of information 

security such as tools and procedures are a well-

established, organisational as well as technological 

risks and threats are in a continuous state of change. 

This demanded that organisations have to focus on the 

management aspects of information security enabling 

them to address relevant risks in a timely and 

appropriate manner. The discipline of Information 

Security Governance concerns itself with this problem 

domain and in particular ensures that information 

security activities are executed in an orderly manner 

commensurate to the risk exposure of an organisation 

and in support of its business goals. 

The purpose of this article is to firstly explore 

what the business community, i.e. representatives of 

the corporate world who concern themselves with the 

discipline of information security but are not linked to 

an academic or research institution, views as important 

with regards to Information Security Governance. A 

list of key topics was compiled through the analysis of 

various annual global security surveys in which the 

business community participated. Secondly, the article 

investigates what the various research communities, 

i.e. academic and private institutions who focus on 

understanding the topic of information security 

through dedicated learning and investigation thereof, 

are currently focussing on in terms of their Information 

Security Governance-related work. The ―business‖ 

view was then mapped to the ―research‖ view to 

understand whether these two worlds were in fact 

complementing each other and addressing the same 

issues.  

Both the business and research communities have 

in the past – and in some cases on an ongoing basis – 
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investigated the realm of Information Security 

Governance topics. In 2006 an exercise was conducted 

by Botha and Gaadingwe (2006) which analysed the 

research focus areas of the 20 SEC conferences hosted 

by the IFIP Technical Committee 11 from 1983 to 

2005. The study indicated that the amount of 

Information Security Governance-related research 

remained fairly constant over the evaluated time 

period, although a slight decrease was noted in 

towards the latter part of the said time period. In 

contrast, the business community, regularly – in most 

cases on an annual basis – captures the views and 

perceptions of people responsible for the execution of 

the Information Security Governance function within 

organisations to determine the issues faced by them. 

 

2. Definition of Information Security 
Governance 

 

The concept of Information Security Governance is 

not well established and there is an absence of formal 

definitions. A Wikipedia (2008) definition for 

Information Security 

Governance defines it as the discipline of 

corporate governance with the focus on information 

security systems and their performance and risk 

management. Furthermore, current literature indicates 

that the terms Information Security Governance and 

Information Security Management are used as 

synonyms. Because of the lack of formal definitions 

for Information Security Governance this paper 

proposes a definition for Information Security 

Governance that is based on literature references for 

Information Security Management. 

The ITIL® publication of 1999 on Security 

Management describes the discipline as ―the process 

of managing a defined level of security on information 

and IT services.‖ (Cazemier, Overbeek & Peters, 

1999) It furthermore alludes to the fact that the 

appropriate measures must be implemented to ensure 

that risks to the information assets are reduces reduced 

to an acceptable level. The Trusted Information 

Sharing Network of Australia (TSN) defines 

Information Security Management in its publication 

Leading Practices and Guidelines for Enterprise 

Security Governance (TSN, 2006) as ―a methodical 

and cyclical approach to managing the protection of 

information to support the achievement of 

organisational goals.‖ 

Various other publications address the topic of 

Information Security Governance but do not 

specifically define the concept. Both the IT 

Governance Institute‘s Information Security 

Governance: Guidance for Boards of Directors and 

Executive Management (ITGI, 2006) and the United 

States of America‘s Federal Information Security 

Management Act (2002), allude to the fact that 

Information Security Management deals with the 

reduction of the risks faced by an organisation‘s 

information assets to an acceptable level through the 

application of applicable controls, yet do not provide a 

formal definition to this effect. 

The link between information security and risk 

management is further supported in the Guidelines for 

Security of Information Systems and Network (OECD, 

2002) of the 

Organisation for Economic Co-operation and 

Development. These guidelines state that risk 

assessments covering all key business activities and 

operations of an organisation should form the basis of 

Information Security Governance. To complete the 

activities of the Information Security Governance 

function, the publication recommends that incident 

management, reviews, audits, policies, practices, 

measures and procedures should be integrated into the 

Information Security Governance discipline to support 

it. 

Based on the definitions published above, for the 

purposes of this article, Information Security 

Governance is defined as the guidance and control of 

the information security activities of an organisation 

through the establishment of applicable policies, 

processes and procedures based on the risks faced by 

the information assets of the organisation. The 

definition implies that the discipline of Information 

Security Governance consists of activities aimed at 

managing the pre-defined level of security, 

commensurate to the risk appetite of the organisation, 

of all information assets, regardless of their state. 

These activities include: 

The identification of the business drivers 

directing the need for information security within the 

organisation. This evolves into the definition of the 

level of security required for the information assets; 

The proactive identification, evaluation and 

management of threats and vulnerabilities specifically 

related to the risks associated with the information 

assets. Both internal and external threats are evaluated; 

The definition of the applicable information 

security-related governance controls and measures, 

such as the policies that are required; 

The management and guidance of the 

stakeholders and role players involved in the 

information security landscape of the organisation; 

The monitoring of the information security-

related controls to ensure that they perform as 

expected and are adhered to; 

The evaluation of legislation and regulatory 

requirements and ensuring that the applicable controls 

are in place to comply with these. 

 

3. A Business Perspective on Information 
Security Governance Issues 

 

Information security is no longer just a technical issue 

best left to the information technology staff to address. 

Over the past years, it has evolved into a discipline 

that is now seen not only as a necessary function, but 

as business critical. It requires the active participation 

of business managers in assessing the risks faced by 

the information assets in determining the best and most 
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effective response to them. As the business managers 

play a larger role in the information security discipline, 

it is important that their views on the topic are 

understood and addressed. 

Various global Information Security Surveys are 

conducted annually to understand the business 

community‘s perception of information security in 

general, its effectiveness and the latest trends in terms 

of how to manage the discipline, e.g. the number of 

resources deployed in the security team and its budget. 

The surveys measure the perception at a given point in 

time. These surveys are aimed at identifying the latest 

trends with regards to information protection-related 

threats, risks and issues – both real and perceived. The 

majority of the surveys are aimed at senior non-

technical business people and therefore provide a good 

indication of a business perspective of information 

security. Ideally the Information Security Governance 

research topics should match the issues and trends 

raised by the business community to ensure that the 

research is of value and appropriate and addresses the 

business community‘s concerns. 

The annual global surveys conducted during the 

past two years by Deloitte (2006, 2007), Ernst & 

Young (2006, 2007) and PriceWaterhouseCoopers 

(2006) were analysed to identify the needs of the 

business community with regards to Information 

Security Governance. The results of the analysis were 

combined with the authors‘ practical experience in this 

domain. Below is a high-level description of the key 

Information Security Governance topics being 

challenged, questioned and worked on in the business 

community as viewed by the author of this paper. A 

summarised list of Information Security Governance 

research topics as perceived to be required by the 

business community is presented as a conclusion to 

this section of the article. 

Foremost, the attention of information security 

managers is nowadays shifting more and more towards 

the people element of information security. As the 

majority of threats to information involve people, it 

has become important for organisation‘s to understand 

who is accessing their information and what actions 

the people can perform with or on the information. 

Information Security Governance is gradually 

being more fully integrated into organizational culture 

through information security policies, roles, 

responsibilities and other governance structures. These 

are also more clearly and effectively communicated 

and therefore generally better understood by the 

owners of information assets. Yet there are few 

organisations today that have an information security 

aware culture, because the awareness activities 

currently employed do not bring about a change in 

behaviour. Organisations need to understand what an 

effective awareness strategy entails and the role of the 

human psyche is in bringing about lasting changes in 

the behaviour of employees. 

One of the greatest challenges facing good 

governance for information security is the availability, 

attraction and retention of experienced Information 

Security Governance practitioners. Given these 

restraints, information security managers must be able 

to build innovative and creative organisational 

structures that retain the ability to deliver on their 

mandates. Additionally, information security managers 

must invest in the career development of their staff to 

ensure that their knowledge remains current. 

Increasingly the priorities for Information 

Security Governance point to regulatory compliance, 

privacy and personal data protection, certification, 

benchmarking, risk management. The corporate world 

is urging the Information Security Governance 

practices to more closely integrate the discipline of 

information security within the organization through 

effective organisational structure, clear governance 

controls such as policies, and understanding the 

business initiatives and requirements. They are 

realising the importance of using secure, accurate and 

available information to proactively integrate into the 

business processes to maintain market share, deliver 

quality service and improve operational efficiency. 

The requirement for regulatory compliance 

demanded the integration of the information security 

organisation into the rest of the organisation, 

specifically the risk management function, whereas in 

the past it was seen as a sub-function of the 

Information Technology division only. This is as a 

result of functional business groups, e.g. Information 

Technology, Finance and Corporate Management, 

relying on input from the information security 

organisation to strengthen their own internal controls. 

Organisations‘ senior executives are therefore 

demanding that Information Security Governance be in 

a position to demonstrate real business benefits and 

performance improvements, as well as addressing the 

threats to the information assets commensurate to the 

risk appetite of the organisation. Information security 

managers must be able to effectively identify risks, 

determine the likelihood and impact of them 

materialising and match appropriate countermeasures 

and controls to them. They need to be in a position 

where they clearly understand the regulations and 

legislations. 

Additionally, the business expects compliance to 

regulations to be taken seriously especially where they 

relate to information and privacy protection. 

Compliance monitoring is the key activity for 

demonstrating that the information security controls 

and processes are functioning as expected and that 

they are addressing the said legal requirements. 

With the disappearance of the traditional 

organisational boundaries, Information Security 

Governance is forced to formalise risk management 

practices to be able to identify threats and risks 

relating to information assets timeously and 

proactively. The risk management framework must 

enable the Information Security Governance function 

to address risk appropriately through mitigation, 

acceptance, avoidance or transfer thereof. Business 

processes must also be subject to regular threat 

analyses to ensure that there are sufficient Information 
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Security Governance controls in place to reduce the 

likelihood of the threats materialising. 

Today, Information Security Governance is an 

important enabler for in organisations towards meeting 

their business objectives. Simultaneously, information 

security is an integral part of the business process, 

specifically aimed at enhancing service delivery. 

Furthermore, Information Security Governance also 

manifests itself in the improvement of vendor-related 

information risk management and the incorporation of 

information security principles into business 

relationships. Information security managers require 

the establishment of practical controls, such as 

policies, standards and procedures, to be able to 

underscore its value to the organisation in ensuring 

that the business processes are secure, yet still 

functional. 

The lack of easy and practical approaches 

towards assessing the return of investment (ROI) in the 

information security domain results in inappropriate 

and insufficient security expenditure. 

Furthermore, information security managers have 

to constantly justify security expenses. Information 

security managers need practical ways to measure the 

benefits of information security to the organisation. 

In summary (Deloitte 2003, Deloitte 2005, 

Deloitte 2006, Deloitte 2007, Ernst & Young 2005, 

Ernst & Young 2006, Ernst & Young 2007, 

PriceWaterhouseCoopers 2004, 

PriceWaterhouseCoopers 2006), the business 

community‘s requirements in terms of Information 

Security Governance research can be described as 

follows: 

The correct and effective staffing of the 

information security organisation Information Security 

Organisational Structure); 

The sensitisation of owners and users of 

information assets through effective awareness 

initiatives (Information Security Awareness); 

Compliance guidance to assist organisations 

in understanding the complex requirements of 

information security-related regulations and 

legislations (Legal and Regulatory Issues); 

Fast, practical and feasible compliance 

monitoring, both in terms of being able to measure 

compliance to internal controls, as well as to external 

regulations and legislations (Compliance Monitoring); 

Standardisation of Information Security 

Governance activities, processes and controls through 

benchmarking against international practices such as 

ISO/IEC 27001/2, with the possible end-result being 

fully certified (International Best Practice Guidance); 

Thorough incident management processes 

that can support subsequent forensic investigations and 

prosecutions (Security Metrics and Incident 

Response); 

Quantitative return on investment 

calculations that can demonstrate the value of 

information security to senior management (Value of 

Information Security); 

Risk management practices that assist the 

Information Security Governance function in selecting 

the correct countermeasures and keeping abreast of 

threats and risks (Information Risk Management); 

The easy and efficient integration of 

Information Security Governance into the business 

processes (Convergence of Information Security 

Governance and Business). 

This research effort did not attempt to prioritise 

the above list in order of priority as the quantifiable 

data was not available from the survey reports. 

 

4. Current Information Security 
Governance Research 

 

Through the evaluation of various research sources, 

specifically publications of global nonacademic 

research institutions with a reputation for focussing at 

least partly on information security and leading 

information security-related journals, for the period 

June 2006 to December 2007, a summary of the 

current Information Security Governance research 

trends has been compiled. 

 

4.1 Information Security Governance 
Research: Non-academic Research 
Institutions 

 

This article focused on the research initiatives and 

focus areas of the Information Security Forum (ISF) 

and the SysAdmin, Audit, Networking and Security 

(SANS) Institute, as organisations known to be 

focusing their activities on information security-related 

research. 

This was combined with an investigation of the 

publications produced by the  Information Systems 

Audit and Control Association (ISACA). In addition, 

the publically available abstracts from the Gartner and 

Forrester reports were reviewed to identify the focus of 

their Information Security Governance-related 

research. These organisations were selected based on 

their prominence in the global environment, as well as 

the fact that they all supported ongoing information 

security research programmes in one form or another, 

whether from individuals or from commissioned 

studies. 

The Information Security Forum (ISF) consists of 

a membership of leading global organisations, 

generally large organisations. The main focus of its 

activities is on providing relevant research and 

practical guidance to its members on topics determined 

by its membership community. These topics are 

investigated due to a large proportion of information 

security-related activities being linked to them or them 

being perceived as being a problem area with which 

the majority of their membership is struggling with. 

The forum reevaluates its current project list on an 

annual basis by soliciting input from its members on 

the key topics and issues they would like the research 

efforts to be focussed on. The representatives of the 

member organisations generally include Chief 
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Information Security Officers, Information Security 

Managers and Chief Information Officers. The 

research is available to its membership community 

only, but as it is directed by its membership, it gives a 

good indication of the current most important 

information security topics. In addition, the forum has 

made it‘s Standard of Good Practice publically 

available to assist any interested party in identifying 

appropriate information security controls. 

For each publication issued by the ISF, it 

provides a brief topic description. A study was 

performed on the ISF‘s website (2008) to identify the 

publications released within the specified timeframe. 

The associated topics of the publications were then 

captured to compile the list below. As the list 

indicates, a fair proportion of topics relates to the 

discipline of Information Security Governance or 

includes Information Security Management 

components, specifically governance and policy 

aspects, per the available abstracts (marked as ―Partly‖ 

in the table below). The complete list is as follows: 

 

 
 

The SANS Institute focuses on providing 

information security practitioners with the opportunity 

to share their knowledge and experience with fellow 

practitioners. The topics covered by the institute cover 

all aspects of information security, and are not only 

limited to Information Security Governance. The 

research papers on the various topics are submitted by 

information security practitioners. The information 

submitted generally includes challenges being faced by 

a range of individuals varying from auditors, network 

administrators to Chief Information Security Officers. 

It also address lessons learnt in solving and 

overcoming these challenges. The recently submitted 

research papers therefore provide a good indication of 

the current information security-related research topics 

as determined by individuals who deal with 

information security on a daily basis. 

The SANS Institute (2008) research papers have 

been categorised into 67 categories by SANS itself, the 

majority of which are of a technical nature. The 

Information Security Governancerelated topics were 

identified out of these categories and the number of 

research papers submitted for each of these during the 

period under review for this article was determined. 

The figure below indicates the distribution of 

these and represents the actual number of articles 

applicable to each topic. It clearly indicates that the 

most important research topic currently, as per the 

SANS Institute, is Information Security Governance 

auditing and assessment. A closer look at the articles 

classified under this topic indicates that articles on risk 

management were included in this topic. Some of the 

categories were identified as being Information 

Security Governance-related but have no value 

assigned to them due to the fact that no articles were 

published for them during the timeframe under review. 
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The Information Systems Audit and Control 

Association‘s (ISACA) membership consists of 

certified individuals involved in the audit of 

information technology controls. In recent years it has 

increased its focus area to also incorporate information 

security controls. It additionally offers career path 

certification in a program called Certified Information 

Security Manager (CISM). 

The nature and primary focus of ISACA (2008) 

is towards research on Information Security 

Governance, with the majority of the research 

published during the past 18 months addressing this 

specific topic. In the past ISACA also conducted 

research on international Information Security 

Standards, the organisational structure of an 

Information Security Governance function, as well as 

user awareness. However, no publications appeared in 

these areas during the period under review. 

Gartner and Forrester are leading global 

information technology-related research institutions. 

Although their main focus is not information security, 

their research efforts related to Information Security 

Governance were also evaluated due to their reputation 

for quality research aimed at the business community. 

Both these research institutions publish their research 

results on a restricted basis being only available to 

their membership community. 

They do, however, provide abstracts of their 

research papers which were used by the authors of this 

paper to analyse Information Security Governance-

related research outputs. In summary, Gartner (2008) 

addressed amongst others the following Information 

Security Governance topics: policies, charters and 

program maturity. In addition, Gartner conducted 

research into: the concept of an Information Security 

Management report card; the trends of Information 

Security Governance in Japan; the relationship 

between Information Security Governance and 

physical security; regulatory aspects and the 

Information Security Governance process. 

Forrester (2008) focussed primarily on the 

commercial aspects of Information Security 

Governance; compliance to regulatory requirements 

and international best practices. 

 

4.2 Information Security Governance 
Research: Information Security 
Publications 

 

The research project at hand focuses on the papers 

published in two internationally leading journals: 

Computers & Security and Computer Fraud & 

Security Journals. The research outputs for the period 

June 2006 to December 2007 were considered. The 

objective was to determine which Information Security 

Governance topics were covered and to which extend. 

The review consisted of an evaluation of the 

abstracts of all articles. Only research related articles 

were considered for the evaluation. Articles of a short 

news-related nature for the Computer Fraud & 

Security journal were disregarded. The graphs below 

illustrate a synopsis of the findings. 
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In summary, the following were identified as the 

most important topics: 

Compliance monitoring, with special focus 

on digital forensics and the appropriate incident 

management and investigation processes; 

Information Security Governance, such as 

aligning policies with strategy; 

Understanding legislation, specifically related 

to electronic information retention and privacy 

requirements; 

Information security awareness and 

education; 

Information security investments; 

Risk management models appropriate for 

information security; 

Few research outputs were found on international 

best practice guidelines, such as ISO/IEC 2700127001, 

and their impact on the Information Security 

Governance discipline. This may be attributed to the 

fact that the guidelines have been available for a while 

and no longer warrant intensive research efforts. 

Organisational structures and Information Security 

Governance controls also received virtually no 

attention in the publications under investigation. 

 

4.3 Information Security Governance 
Research: Summary 

 

The research community by far primarily focussed 

their efforts on compliance monitoring and the 

associated procedures. The non-academic research 

institutions also focussed effort on the elements 

required to build and govern an Information Security 

Governance framework, such as the governance 

aspects, strategy and policies. The information security 

publications, in addition to the focus on compliance 

monitoring, have also reflected considerably on 

governance, awareness and risk management. 

The research community‘s research efforts are 

summarised below: 

Awareness, including social engineering; 

Best practices and legislation; 

Compliance monitoring and response; 

Information risk management; 

Information security management controls, 

e.g. policies; 

Information security governance, including 

strategy; 

Organisational structure, including 

management and leadership; 

Return on Investment calculations. 

The reader should note that the analysis of 

research efforts conducted for the article at hand did 

not evaluate the specific content related contributions 

made by the different efforts as only abstracts of the 

publications were considered. The article at hand thus 

rather concludes on coverage and effort. 

 

5. GAP Analysis: Shortfall between 
Current Research and Business 
Expectations 

 

The table below presents a mapping between the needs 

(topics) of businesses and the topics as covered by the 

various research communities. 
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6. Conclusion 
 

The research environment has embraced the 

requirement for research in the compliance monitoring 

and response area. This area incorporates the topics of 

traditional compliance monitoring, digital 

investigations, forensics and incident handling. This 

may be attributed to the fact that legislation enabling 

organisations to prosecute offenders and violators of 

secure information handling practices is maturing and 

therefore requires these processes. Most organisations 

also generate huge amounts of monitoring, logging and 

audit data on a daily basis that potentially takes up 

volumes of storage space and can even impact the 

performance of a system. The requirement to 

understand this data, process it and utilise it to improve 
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the information security environment has been clearly 

stated and may be a second factor contributing factor 

to the research outputs in this area.  

People-related aspects of information security, 

and specifically the awareness and cultural aspects 

thereof, also received the attention of the research 

community. This is perhaps an indication of the 

realisation that information security is not only a 

technology problem but also a people problem. The 

organisational structure of the Information Security 

Governance function, however, received insufficient 

attention in the research community. Governance will 

always remain an important area of focus as it shapes 

and defines the Information Security Governance 

landscape. 

There is almost a complete absence of research 

outputs in determining the value of Information 

Security also referred to as the return on information 

security investment. Senior management expects that 

the Information Security Governance function is in a 

position to demonstrate real value. New approaches to 

assess this value-added perspective on information 

security should be a priority in the future for the 

research community. In addition, once funding for the 

Information Security Governance function is secured, 

it requires to be applied in an intelligent manner so as 

to affect the greatest impact, value and benefit from a 

business perspective. Further research is also required 

in this area. 

This analysis of information security related 

research efforts as conducted for this project indicates 

that there is a misalignment between business 

expectations and the issues currently being addressed 

by the research community. Current research efforts 

focus primarily on the operational aspects of 

information security, rather than the traditional 

business aspects such as the cost and value of 

information security. This may be an indication that 

researchers are not comfortable with the business 

aspects of the discipline or that there is not sufficient 

dialogue between the business and research 

communities. 
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