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Abstract

This study showed that in the light of knowledge economy and the
emergence of the concept of cloud accounting, it was necessary
for the Jordanian public shareholding companies, which aspired to
leadership, to develop their regulatory tools. These internal audit
tools required the internal auditor to possess the unique element
of intellectual capital to keep up with the development of the
knowledge economy and the data of cloud accounting, the internal
auditor must possess the leading qualities that enable him to keep
up with these developments and data and do his work efficiently.
Therefore, the present study has analyzed the literature on this
profession to try to explain the importance of the possession of
the internal auditor of the idea of leadership, which is the strength
of observation, the critical ability and the sophisticated thinking of
interpreting and linking the phenomena and observations in the
organization under the application of cloud accounting
mechanisms in the public shareholding companies. This study
aimed to focus on the Jordanian contributing companies and how
it is hoped to create special sectors of internal auditing and cloud
computing that apply the methods and strategies of the cloud
accounting with focusing on the necessity of these sectors having
the innovative auditing thinking.

Keywords: Intellectual, Cloud Accounting, Internal Auditor, Public
Shareholding Companies

1. INTRODUCTION

In terms of economic and technological issues of
companies and their complexity, the methods and
objectives of designing accounting software models

In recent years, there has been a growing interest in
the internal auditing profession by companies in the
developed countries. This concern has been
manifested in several ways, foremost among which
is the increasing interest of companies in the
establishment of independent internal audit
departments, with the aim of supporting them from
all the materialistic and Human resources aspects
which allows a butter efficient goals fulfillment
Perhaps one of the main reasons for such attention
is the separation of management from ownership,
the large size of enterprises, and the emergence of
multinational companies and international
companies. Which led to increased administrative
responsibilities, the administration had to establish
systems of internal control and internal audit to
ensure the smooth functioning and adherence to the
policies and instructions of senior management, but
recently, because of the revolution in information
technology and the emergence of the so-called cloud
accounting, which came synonymous with evolution
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and applications have evolved in response to the
needs of the users of the financial statements to
obtain reliable accounting reports. Online cloud
accounting software is embodied in accounting
software installed on corporate computers. Where
they work through the servers of the Internet, which
enables users to access them through their web
browsers. Al-zoubi (2017) which means access to
information about the company from any place
through the Internet connection. Companies should,
therefore, have an internal auditor who has creative
thinking and skills to understand the nature of the
cloud service provided to the company as well as an
understanding of the mechanism to perform audits
on this service since the purchase process and the
direct reason to seek such a service. The internal
auditor should also have knowledge of how to
develop a special framework to help identify the
risks of critical importance to the cloud-based
company.
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The study attempts to answer the following
main question: Is there an intellectual effect of the
internal auditor in the pioneering application of the
concept of cloud accounting in Jordanian public
shareholding companies.

The study aims to:

1. Increasing the companies' knowledge of the
concept and the importance of cloud accounting and
the impact expected from it when applied to the
Jordanian joint stock companies;

2. Concluding about the impact of the internal
auditor when applying the system of cloud
accounting.

Based on the main question of the study, the
hypothesis of the study was centred on the
following: “There is no intellectual effect of the
internal auditor in the pioneering application of the
concept of cloud accounting in Jordanian public
shareholding companies”.

The study is based on the Analytical
Descriptive Approach for the subject of the study.
This method is applied to many types of research
and studies, especially those dealing with social
phenomena. A number of researches and studies
published in specialized periodicals and journals
were studied, as well as the international and Arab
efforts to confront this phenomenon which were
subjected to analysis and discussion in order to
serve the objectives of this study.

2. LITERATURE REVIEW

Rao, M. et al. 2017 evolved consistently over the past
decades, with each new addition and innovation
making it even better and challenging while
providing satisfaction and convenience to the users.
Modern accounting has reached the present stage
after undergoing gradual changes over the years; by
keeping pace with the fast evolving technological
advances. There has been consistent modification
and development from manual methods to
technological alternatives which have made
accounting easier and convenient for users. The
recent shift in accounting towards faster
technologies has immensely increased its capacity to
serve users. The recent trend in accounting: Cloud
Accounting is expected to make accounting easily
accessible, less expensive and time-saving. Cloud
Accounting uses use of cloud-based software
through any device having an internet connection.

Tsai and others (2017) aimed to identify the
factors that determine the performance of the
internal audit in the context of the work
environment of the internal auditors. This includes
the implementation of Enterprise Risk Management
(ERM), the Enterprise Resource Planning (ERP)
system, the use of audit programs, and information
technology in internal auditing. In order to achieve
the objectives of the study, a questionnaire was
designed and distributed to the internal auditors of
the Taiwan companies, 212 questionnaires were
distributed to test the theoretical framework with
samples from Taiwan.

Data were analyzed using structural equation
model (SEM). One of the main findings of the study
was that a full implementation of ERM and the
effective implementation of the ERP system had
significant implications for the performance of the
internal audit. It also highlights the importance of
internal audit efficiency in using information
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technology to improve internal audit performance.
The main recommendations of the study are to
propose improved internal audit performance
through the full implementation of corporate risk
management, an effective ERP system, and the
competence of the internal auditors' skills in
information technology. In addition, investments in
the internal auditors' work environment, namely,
corporate risk management, ERP and IT efficiency,
are noteworthy given their impact on the
performance of the internal audit.

Nurhajati (2016) concluded that in the future,
cloud computing audits will become increasing. The
use of that technology has influenced of the audit
process and be a new challenge for both external
and the Internal Auditors to understand IT and learn
how to use cloud computing and cloud services that
hire in cloud service provider (CSP), and considering
the risks of cloud computing, and how to audit
cloud computing by risk-based audit approach. The
wide range of unique risks and depend on the type
and model of the cloud solution, the uniqueness of
the client environment, and the specifics of data or
an application make this a complicated subject. The
internal audit function is well positioned through its
role as a guarantor function of the organization to
assist management and the board of the Committee
to identify and consider the risks in using cloud
computing technology for internal audit can help
determine whether the risk has been managed
appropriately in a cloud computing environment.
Assesses the current impact of cloud computing
technology on the audit process, and discusses the
implications of cloud computing future
technological trends for the auditing profession.
More specifically, provides a summary of how that
information technology has impacted the audit
framework.

Jelonek & Wyslocka (2015) have broadly
demonstrated the threats and barriers associated
with cloud accounting, as well as the benefits and
prospects of enterprise development and the types
of services inherent in using the cloud accounting
model. The researcher conducted a survey of the
Polish businessmen working in Silesia to learn about
the concept of cloud accounting. The results of
previous studies were analyzed, discussed and
compared with previous studies. The use of cloud
computing in accounting has reduced the overall IT
management costs. In addition, the use of cloud
computing has allowed a large scale to maximize the
usage of hardware resources and software. The use
of cloud computing leads to increased
competitiveness by making computing resources
widely available for small enterprises and may not
be able to afford adequate infrastructure. This trend
also represents the ability to equal opportunities in
the overall range. This means that emerging
economies have at least created an infrastructure
that is broadly documented and broad enough.

Racuciu et al. (2015) aimed at identifying
concerns about cloud adoption strategies and
providing a context in risk management decision
making. There are fears that customers will not be
notified if there is a breach of data in a timely
manner and there are concerns that cloud service
providers do not have the necessary security
technology. Companies need to track their own data
as they move through cloud technology to ensure
their protection and Reduce security risks. The study
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recommended that system administrators should
cooperate with cloud service providers in order to
provide audit trail and accountability, the need to
develop an appropriate plan in the event of an
attack, the need for an accident and disaster
recovery plan with the service provider, companies
should allocate resources to monitor business
processes and Critical data.

Chou (2015) aimed to demonstrate the
challenges facing cloud auditing and the
implications of IT auditing and cloud computing.
The study said that there are many challenges facing
cloud computing such as technological complexity,
security risks, lack of cloud computing auditing
standards, contractual issues such as service level
agreement.

3. DISCUSSION

3.1.Cloud accounting and its origin, concept,
benefits and barriers

Operations through the cloud service will push for
close cooperation between many service providers as
well as increase the possibility of international
cooperation on access to diverse information
between different companies that promote the
internationalization of processes and economic
activities (Boomer J., 2016 and Zhygalova, 2013).

On the other hand, the researcher believes that
the obstacles facing cloud computing are reflected in
the fear of users of the information, that the data
stored and transmitted via the Internet will not be
used or will not be disclosed in unexpected ways
and inappropriate with the original use of them, so
companies need to be confident and reassuring
service providers about Security information
provided. This aspect from the point of view of the
researcher is considered one of the most important
considerations for business owners who want to
take advantage of new solutions. The transfer of
data through the internal network (LAN) gave the
confidence of business owners to challenge anyone
who is not licensed to obtain the private data of any
company and this provides the security and
reliability of this use from their point of view. (Rao,
et al., 2017)

Effective accounting techniques in cloud
computing: embodied in the following (Marandertal,
2013; Wyslocka & Jelonek, 2015; Ebenezer et al.,
2014):

— Database (for data analysis).

— Expert systems of higher intellectual (help
analysis of deviations and risk analysis).

— Neural Network (Prediction Tools).

- Data storage (to provide specific information
to users).

— Important decision support programs for the
company (help in data analysis and decision
support).

—High connection (to
information).

- Digital confirmations and signatures (ongoing
audit).

— Artificial intelligence (the possibility of
change in reports according to circumstances).

— Synchronization in both search and data
analysis (data analysis and decision support).

improve access to
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3.2. Skills required to use new technology (cloud
computing)

Cloud computing technology cannot work
without human beings so you need IT, professionals,
to work more to provide basic business tasks.
Therefore, most companies operate some technical
elements within the cloud and other elements
outside it, which requires creative and fruitful
cooperation to manage services between internal
and external teams. For example, some companies
will need to put some systems on the Internet, and
network engineers will also need to solve some
management and management problems and meet
different challenges. All these elements of IT work
will not be mixed into the cloud environment.
(Khanom, 2017).

Thus the researcher agrees with (Nurhajati,
2016) that there is a need for new pioneering
mindsets that must be available in Jordanian
companies to accommodate this type of change also
by learning new cloud control methods, such as
infrastructure control tools, virtual machine
monitors, In which the application is deployed and
provided to any cloud provider.

3.3.The internal auditor and cloud accounting
system

In reference to the internal audit concept, the
Internal Audit Institute (IIA) is an "independent
activity that provides objective assurance, a
consultative activity designed to add value and
improve the Organization's operations, helping it to
achieve its objectives, through regulation and
organization, Risk management, control systems,
and management processes (IIA, 2013: 2)".

While The Basel II Committee considered that
internal audit can be defined as: "The effective
internal audit function is to provide independent
assurance to the Board and senior management on
the quality and effectiveness of the Bank's internal
control, risk management, and management systems
and processes, to assist the Board and senior
management to protect its enterprise and reputation
(Kolk, 2017). The researcher therefore finds it
necessary to have an internal auditor who is
intellectually and Eligibly qualified to work in the
cloud system. The internal auditor works to help
companies' departments in reducing, preventing
surprises and avoiding fines. Regulatory and
compliance that may have an impact on the
corporate reputation, where the internal auditors
conduct an assessment of current suppliers,
procurement and contracts to identify gaps and
errors. (Wadesango et al., 2017).

Five proactive steps can be proposed for
internal auditing, which should be taken into
account by management in Jordanian joint stock
companies when adopting cloud computing
initiatives, which are embodied in (Juergens et al.,
2014):

1. Engage stakeholders in discussions about the
risks and implications of adopting cloud computing.

2. Review the current framework of regulatory
risk based on identified cloud risks.

3. Develop risk mitigation strategies to help
mitigate the risks associated with cloud computing.
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4. Better understanding and review of data
management software in the company, which is an
essential element in the processing of data in cloud
computing.

5. Evaluate providers of cloud services from a
risk perspective and the internal audit team within
the joint stock company can help the company move
to one or more cloud computing models by:

1. Help build a Business Case to move to cloud
computing services (Kinkela, 2013).

2. Choose the best cloud computing model.
Choose the best service provider.

3.Ensure that the Company continues to
comply with previously agreed risk management
frameworks.

4. Assist in planning implementation
management or transition to cloud computing
services models.

5. Develop security frameworks and controls
for the new cloud services environment. (Sacer &
Oluic, 2013).

6. Monitor the provider of cloud services,
security, service performance and all other related
issues.

In light of the shift towards global cloud
computing, including Jordan, internal auditors need
to devise new ways to identify the risks posed by
these services and to verify the security, reliability
and availability of critical data from the service
provider. In turn, internal auditors can advise their
companies on how to choose a cloud service
provider and prepare for the challenges they may
face (Ramachandra, at al.,, 2017; Sutaryo & Lase,
2015; Maphanga &, Jokonya, 2017).

Thus the researcher agrees with the logic of
"The key question for many successful companies
around the world is not whether cloud computing
should be part of a company's strategy, but when
and how," that was asked by Charlie Willis, principal
manager of Deloitte & Touche LLP, because in light
of the intense pressure from corporate
administrations to find and provide solutions,
companies may tend to take advantage of cloud
services quickly without the risk associated with
them. As the third line of defence, the internal
auditors with their intellectual competence can help
provide an appropriate framework for risk reduction
that the company should consider when moving to
cloud computing (Deloitte, 2014). The researcher
considered them to be the leading creative source in
adding additional value to the companies working
with them and the possibility of adopting them as a
supervisory control centre for the risks resulting
from the application of cloud accounting in the
Jordanian public shareholding company.

3.4. Areas of use of cloud accounting for internal
auditor services

Internal audit has witnessed several developments in
recent years in different countries of the world. In
the middle of the first decade of the 21st century,
corporate commitment to the Sarbanes-Oxley Act
increased the demand for many internal auditors
and focused on compliance testing and financial
controls. Many companies in the world see internal
auditing as providing two primary functions: risk
reduction and consulting. This view is driven by two
fundamental issues: technology enablement and
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data analytics (Oven, 2015; Gaikwad & Bharatratna,
2014; Drogalas & Siopi, 2017).

By utilizing technology, the internal auditor can
contribute to:

1. Cyber-risk: in the United States, the average
cost of data breaches is $ 188 per lost or stolen
record or an average of $ 5.4 billion per infringing
company. It is clear that understanding the risks
involved in asset protection and cost containment is
the best the CFO can do, as well as an effective risk
management program that includes e-learning. From
here, the researcher believes that the internal
auditor can help the company understand its
readiness better through the use of analysis to
detect patterns of violations and review internal
controls and on a regular basis.

2. Strategic risk: according to a recent study by
Deloitte Touche Tohmatsu Limited, strategic risks
have become the primary focus, with 81% of the
companies surveyed focusing on strategic risk
management rather than on traditional (operational,
financial, compliance).

3. Investment risk: in a study conducted by
Deloitte Touche Tohmatsu Limited, financial
managers indicated that more than half of capital
expenditure will be allocated to growth and
innovation, i.e. 37% and 14%, respectively. The use of
traditional audit techniques to indicate whether
these projects are successful will support and follow
the historical approach, but using visionary models,
internal auditors can help improve the prospects for
successful project completion on time, meeting
specifications, business requirements and within the
specified budget (Oven, 2015 and Ozdemir, 2015).

3.5. Steps to be taken by the internal auditor to
benefit from the applications of cloud accounting

There are many proactive steps to be taken by the
internal auditor when adopting cloud computing
initiatives:

1. Engage  stakeholders in  discussions,
especially on the implications of cloud computing
risks.

2. Review the company's current regulatory risk
framework based on identified cloud risks.

3. Develop appropriate mitigation strategies for
cloud accounting.

4. Review and understand the corporate
governance and data management program (a key
element in data processing).

5. Evaluate cloud service providers from a risk
perspective.

Failure to ensure adequate security protection
when using cloud services can ultimately lead to
higher costs and potential losses for businesses and
enterprises and thus eliminate any potential benefits
of cloud computing.

So the researcher finds that there are steps to
be taken to ensure the success of information
security in the cloud environment of any joint stock
company which are:

1. Ensure the existence and effectiveness of
governance and compliance processes: this is done
through the establishment and development of
policies and procedures to protect the assets and
intellectual property of companies, especially in the
field of information technology. These policies and
procedures are developed based on an analysis of
the impact of these assets, as well as the
@
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development of a framework of controls and other
risk-reducing measures to be an indicator of
implementation and compliance verification,
enhancing and improving governance, quality and
risk management (Standards Customer Council,
2015; Nest, 2017).

2. Audit operations and businesses: companies
must ensure compliance and audit procedures for
the IT systems of the service provider by
understanding the internal control environment,
including risks and controls, to ensure compliance
with company and government requirements and
policies.

3. Managing people, jobs, and identity: the use
of cloud computing means there will be people
working with the service provider who has access to
company data, as well as company employees who
need to do some operations. Therefore, the company
must ensure that the cloud service provider can
control the access to the data and allow it only by
authorized people each according to the
authorization assigned to them.

4. Ensure the proper protection of data and
information: the security of information and data is
the core of the security of information technology
for any company, regardless of the form of
infrastructure being used. The cloud environment
does not change this concept but it brings additional
focus to the nature of its infrastructure distribution.
Companies should ensure that security
considerations are applied to data whether they are
in storage or when they are transmitted through any
form of communication (Mohamad, 2014).

5. Enforcement of privacy policy: privacy and
protection are gaining increasing interest worldwide
and often involve laws and regulations relating to
the acquisition, storage and use of personally
identifiable information (PII). This requires
limitations on the ease of use and access to PII, the
marking and safekeeping of data, and allowing only
authorized persons to access it.

6. Assess the protection of cloud applications:
Companies need the proactive protection of their
important business applications from internal and
external threats throughout their lifecycle from
design to implementation to production. This
requires clearly defined policies and security
measures to ensure the integrity of applications.
Companies need to understand the security policy
considerations of the applications on which the
various cloud computing models are based.

7. Ensure the process of network security: the
service provider must allow the flow of legitimate
data across the network and prevent the passage or
movement of illegal (malicious) information.
Therefore, companies should assess the external
network controls of the cloud service provider
(Dandago & Rufai, 2014).

8. Assessment of security controls on
infrastructure and physical facilities: the security of
the IT system depends on the infrastructure and
physical facilities where companies must obtain
confirmations from the cloud service provider about
security controls and availability and their presence
in the right places (protection against external
environmental threats, workers and employees
control, security equipment controls).

9. Management of the security aspects of the
agreement to provide cloud services: the contract for
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providing the service involves two elements which
are the cloud service provider and the beneficiary of
this service (companies). Therefore, the security
responsibilities of each party must be clarified
through the terms of the contract, including some
aspects such as reporting any security breaches.

10.Understanding the security requirements to
terminate operations: once the work is completed
and the cloud service is used, any copies of the data
available to the service provider must be deleted in
any stored location including backups, servers and
data repositories on the Internet.

3.6. The role of internal audit in improving audit
performance under the cloud accounting system

IIA defines internal auditing as an objective and
independent evaluation and advisory activity
designed to add value and improve corporate
operations, helps companies achieve their objectives
by providing regular input to assess and improve the
effectiveness of risk management oversight and
processes involved in the regulatory performance of
the company (IIA, 2015).

This definition of internal audit demonstrates
its importance as a key pillar in the performance of
a company's performance by assessing and
improving the effectiveness of risk management in
the company, using cloud accounting, and providing
assurance on the adequacy and effectiveness of the
procedures and controls used.

The researcher believes that the efforts of the
internal auditor are considered a fundamental pillar
for the benefit of everyone who is related to the
performance of the audit in the company so it is
clear that the role played by the internal auditors
are:

1. Risk assessment and analysis and follow-up
of control systems using the cloud accounting
system in any company or organization.

2. Accurate examination and verification of
adherence to policies, procedures and systems
applied in companies.

3. The assertions made by the internal auditor
for the Board of Directors, the Audit Committee and
the senior management regarding the risks to
companies as a result of the use of the cloud system
and the extent of their control, and the extent of the
strength and effectiveness of the performance of the
corporate audit.

4. Make recommendations to improve
processes, policies and procedures when there is an
appropriate opportunity to improve the oversight
performance within any company to improve the
efficiency of the cloud system.

5. Provide advisory services related to
operational aspects to improve the effectiveness and
efficiency of the company's corporate governance
processes.

This is to reject the basic hypothesis of the
study because there is no intellectual effect of the
internal auditor in the leading application of the
concept of cloud accounting in the Jordanian public
shareholding companies and accept the alternative
hypothesis as there is a clear intellectual effect of
the internal auditor in the pioneering application of
the concept of cloud accounting in Jordanian public
shareholding companies.
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4, CONCLUSION

Internal auditors of Jordanian shareholding
companies and the knowledge economy must meet
the challenges of cloud computing when they are
integrated into the company's operations for which
they are required to provide guarantees. As the
cloud service providers are independent, it is
essential that internal auditors either audit the cloud
computing issues of the service provider or be able
to obtain reports on controls being used by the
service provider. From a proactive point of view,
internal auditors should work with the IT
department and other departments that use cloud
applications to ensure that the agreements they have
with service providers contain an audit requirement
or include reporting on the controls used. The
internal auditor should be sure to understand the
nature of the cloud service provided to the company

and to perform audits on this service starting from
the purchase process and set the direct reason to
seek such a service. A special framework should also
be developed to assist in identifying the risks that
are of paramount importance to the company and all
that can be achieved only after the availability of a
set of attributes, attributes and capabilities of the
internal audit (intellectual capital), early contact and
development of the persuasive powers of the
auditor, emphasis on ethical qualities in the practice
of the profession, clear understanding, adoption,
analysis and evaluation of company or organization
strategies, full knowledge of modern information
technology, ability to judge and express neutral
technical opinion, ability to understand and
communicate. As all of this will lead to achieve the
professional leadership of internal audit in the
fulfilment of the requirements of cloud accounting
at the local and global level.
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